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1. OBIIME NMOJIOXKEHUSA

1.1. ITonutrka B OTHOIIEHMH 00paboTKM nepcoHanbHBIX AaHHBIX B AO Kb «KOCMOC»
(manee — IlonmuTHka) ompesenseT NMPUHIUIBL, MOPSIOK U YCIOBHUS OOpabOTKU MEpPCOHATBHBIX
JAHHBIX PaOOTHUKOB baHka, MHBIX (PU3UYECKHX JIHII, YbH MEPCOHATBHBIC JaHHBIE 00padaTHIBAIOTCS
bankoM nmnpu  ocymiecTBieHMHM ~ OAHKOBCKOM  JEATETbHOCTH, a TakXKe YCTaHaBIIMBAET
OTBETCTBEHHOCTh PAOOTHHKOB baHka, HMEIONMX JOCTYI K TIEPCOHAIBHBIM JaHHBIM, 3a
HEBBITIOJIHEHUE TpeOOBaHWK HOPM 3akoHojaarenbcTBa Poccmiickoit denepanii W BHYTPEHHUX
HOPMAaTUBHBIX JOKYMEHTOB baHka, perynmupyromux o0padoTKy U 3allUTy NepCOHAIBHBIX TaHHBIX,
U TPUMEHSETCS B OTHOILIEGHUU BCEX IEPCOHAJbHBIX MJaHHbIX, oOpabareiBaembix B AO Kb
«KOCMOC».

1.2. [lonmutuka pa3paboTaHa B COOTBETCTBUUM C TpPeOOBAHUSIMH 3aKOHOJATEIbCTBA
Poccniickoit denepanuu, B TOM YUCIE!

e Tpynosoro koxekca Poccuiickoit @enepanuu ot 30.12.2001 Ne 197-D3;

o ®denepanbHoro 3akona ot 27.07.2006 Ne 152-®3 «O mepcoHadbHBIX JaHHBIX» (Iajee —
®denepanbHbiii 3ak0H Ne 152-D3);

e [lpukaz Pockomuamzopa ot 28.10.2022 Ne 179 «O06 yrBepxkaenuun TpeboBaHM K
HOTBEPIKACHUIO YHUUTOXKCHHUS TIEPCOHATBHBIX TaHHBIX» (10 01.03.2029);

e ®denepanphoro 3akoHa oT 30.12.2004 Ne 218-D3 «O KpeAUTHBIX HCTOPHUIX;

o OenepasibHOTO 3aK0HA OT 02.12.1990 Ne 395-1 «O Gankax U OaHKOBCKOW JCSTEILHOCTH
(mastee — denepanbhblil 3akoH Ne 395-1).

1.3. TepmuHbI U onpeieneHus, ucrnoibzyemsbie B [lonutuke:

ABTOMATU3HUPOBAHHAsT 00pad0TKa MEPCOHAJBHBIX JAHHBIX - 00pabOTKa MEPCOHATBHBIX
JAHHBIX C TOMOIIBIO CPEJICTB BHIUMCIUTEIbHON TEXHUKH.

Bbank — AO Kb «<KOCMOC».

biaokupoBanne mNepCcOHANBbHBIX [JAAHHBIX - BPEMEHHOE TMpeKpaiieHne oO0padoTKu
MIEPCOHAJIBHBIX JIAHHBIX (32 MUCKIIOUEHHUEM CydaeB, eciii 00paboTka HeoOXoauma Jjisi YTOUHEHUS
MEPCOHANBHBIX JTaHHBIX).

NudopmanuonHas cucremMa nepcoHaabHbIX JaHHbIX (nanee — MCIIIH) - coBOKymHOCTh
conepskamnuxcs B 6azax baHka TaHHBIX MEPCOHANBHBIX JAHHBIX U 00ECTIEUNBAIONINX UX 00pabOTKY
WH()OPMAIIMOHHBIX TEXHOJOTUN U TEXHUYECKUX CPEJICTB.

Kanent - ¢usnueckoe uim 10puandecKoe TUI0, HAXOsIIeecs Ha oOCIyXuBaHUH B baHke,
KOTOPBIA OCYIIECTBIISIET OAHKOBCKHME OTEPAIMH, MPEAYCMOTPEHHBIE CT. 5 U cT. 6 denepaibHOTO
3akoHa Ne 395-1.

O0e31MYMBaHUE MEPCOHANbHBIX JAHHBIX - JICUCTBUS, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHBIM 0€3 HCMOIb30BaHUS JOMOIHUTENEHON HHPOPMAIMK ONMPEIEIUTh MPUHAATIE)KHOCTh
MIEPCOHAIIBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY NMEePCOHAIBHBIX JaHHBIX.

O0paGoTka mepcoHAJbHBIX JAAHHBIX - J00OE JeiicTBUe (omeparusi) WIH COBOKYITHOCTb
neiicTBuil (omepanuii), COBEpLIAEMBIX C HCIOJb30BAHUEM CpPEICTB aBTOMAaTU3allUd WM 0e3
UCIIONIB30BAaHUsI TaKUX CPEJICTB C TMEPCOHAIbHBIMU JIAaHHBIMH, BKJIIOYas cOOp, 3aIlucCh,
CHCTEMaTH3aIiIo0, HAKOIUICHUE, XpaHEeHHWe, yTOuHeHHe (OOHOBIIEHWE, M3MEHEHWE), W3BJICUCHHE,
UCIIONIb30BaHUe, TMepenaudy (pacrnpocTpaHEeHHe, TPEeJOoCTaBlIeHHe, MAOCTYyI), OO0e3IMYUBaHUE,
OJIOKMpOBaHKE, yIaJIeHUEe, YHUUTOKEHUE TIEPCOHATBHBIX TAHHBIX.

Oneparop nepcoHaabHbix AaHHbIX (omepatop) — AO Kb «KOCMOC», ropuanueckoe
JUI0, CaMOCTOSATETLHO WJIM COBMECTHO C JPYTUMH JIMIIAMH OpraHusyomue u (Win)
ocylIecTBIstone 00paboTKy MEPCOHANBHBIX JaHHBIX, a TAKXKE OMPEENoNre ean o0paboTKu
MEPCOHANIBHBIX JaHHBIX, COCTaB TMEPCOHATBHBIX JAHHBIX, MOJICKANIUX O00paboTKe, ICHCTBUS
(omeparun), coBepiiaeMbie C IEPCOHATBLHBIMU TAHHBIMH.

IlepconanbHble naHHbIe - J00as MHOpPMAIMS, OTHOCSIIASACA K MPSIMO WM KOCBEHHO
OTIpeICIEHHOMY WU OTpeeNiieMOMYy (DPU3HUECKOMY JHITY (CYOBEKTY NEPCOHANBHBIX JaHHBIX ).
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IIpenocraBiieHHe TNEPCOHAJBHBIX JAHHBIX - JCHCTBUS, HANpaBJICHHbIE Ha PaCKpbITHE
NEPCOHAIBHBIX JAHHBIX OIPEIEICHHOMY JIHUILY WIH OIPEAEIEHHOMY KpPYTY JIULI.

IIpeacraBurens KiameHTa - 1MIl0, COBEpIIANONIEEe CACIKY OT MMEHM M 10 IOPYYECHUIO
apyroro Juna (MpeAcTaBiIseMOro, JOBEPUTENA) B CHUIY IIOJHOMOYMS, OCHOBAaHHOTO Ha
JIOBEPEHHOCTH, yKa3aHMM 3aKOHA JIMOO aKTe YINOJIHOMOYEHHOIO Ha TO IOCYJapCTBEHHOT'O OpraHa
WIM OpraHa MECTHOTO CaMOYTIPaBJIEHUS, K KOTOPOMY OTHOCSTCS:

e 11000€ (U3NYECKOEe WIN FOPUAMYECKOE JIUIO, JEHCTBYOIIEE OT UMEHU U IO MOPYYCHHIO
KnueHnra Ha OCHOBaHMHU 1I0BEPEHHOCTH;

¢ (u3MYecKoe NI, NEHCTBYIOIIEEe OT UMEHHU U 10 nopydyeHuto KinnenTa B cuily 3aKkoHa MU
YUPEIUTEIbHBIX JOKYMEHTOB (EIMHOJIMYHBIN MCIIOJIHUTENbHBIA OpraH HOPUAMYECKOrO JIUIA,
POIMTENH, JOIKHOCTHBIE JIULA OPTaHOB OIEKU U T.I1.).

PaGoTHuk — ¢usmyeckoe MO, C KOTOPHIM bBaHKOM 3akiroueH TpyAOBOW JOroBop Ha
BBINOJIHEHHUE ONPE/IEIECHHBIX TOJKHOCTHBIX 0053aHHOCTEH.

PacnpocTpaHeHHe NepCcOHAJIBbHBIX AAHHBIX - JEHCTBUS, HAIpaBJICHHbIE HAa PacKpbITUE
NEPCOHAIbHBIX JAHHBIX HEONPEAEICHHOMY KPYTY JIUII.

Cy0beKT NnepcoHAJNBHBIX JAHHBIX — (DU3MYECKOE JIMIO, B OTHOLICHHH KOTOporo bankom
HIPOBUAUTCS 00pabOTKa €ro NepCOHANbHBIX JIaHHBIX.

TpancrpannyHasi nepefaya MepcOHAJBHBIX JAHHBIX - IIepe/lada NePCOHAIBHBIX JTaHHBIX
Ha TEPPUTOPUI0 HMHOCTPAHHOIO TOCYJapCcTBa OpraHy BJACTH HWHOCTPAHHOIO TOCYyJapCcTBa,
MHOCTPaHHOMY (PU3MYECKOMY JIMIY WM HHOCTPAHHOMY IOPUANYECKOMY JTUILY.

YHHMYTOKeHHe NMEePCOHAIBHBIX JAHHBIX - JICHCTBHS, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MO>KHBIM BOCCTAaHOBHUTbH COZEpkaHHe nepcoHanbHbIX JaHHbIX B UCII/IH u (unun) B pe3ynbrare
KOTOPBIX YHUUTOXKAIOTCSI MaT€pUaAIbHbIE HOCUTENIN IEPCOHANIBHBIX JIaHHBIX.

1.4. bBaak B coorBercTBUU ¢ DenepanpHbiM 3akoHOM Ne 152-D3 sBisercst omepaTtopowm,
OPIaHU3YIOIUM M OCYIIECTBIISIOIUM 00pabOTKy NEPCOHATIBHBIX JAHHBIX, a TAKXKE ONPEIEISIOIIUM
1EJTN U CoJIep KaHue 00pabOTKH MepCOHAIBHBIX JTAHHBIX.

1.5. IIpu omnpenenenun oObemMa U conepkaHusi, 0OpabaThiBaeMbIX baHKOM MepCOHaNbHBIX
naHHbIX, bank pykoBoactByercs Koncrutynuen Poccuiickoit ®enepanuu, TpyaoBeIM KOIAEKCOM
Poccuiickoit ®enepanuu, uHBIMEH (eaepanbHBIMU 3aKoHamu  Poccuiickoit  ®Deneparuu,
HOpMaTUBHBIMM akTamMu banka Poccuu 1 BHyTpeHHMMH HOPMaTUBHBIMU JIOKyMEeHTaMu baHka.

1.6. ITonoxenus [loMUTHKM pacmpoCTpaHSAIOTCS Ha OTHOILIEHMS MO OO0paboTKe U 3aIiuTe
NEPCOHAIbHBIX JAHHBIX, NMOIYYeHHbIX baHKOM Kak 10, Tak ¥ nocie yrBepxkaeHus [lonmutuku, 3a
VCKJIIOYEHHEM CJIy4aeB, KOTJa M0 MPUYMHAM [PaBOBOTO, OPTaHM3AlMOHHOIO M MHOTO XapakTepa
nosio>keHus [lonuTUKY HE MOTYT OBITH PaCHpPOCTPAaHEHbl Ha OTHOIIEHUS MO 00padOTKe W 3aluTe
NIEPCOHAIBHBIX JaHHBIX, TOJIYYEHHBIX J0 €€ YTBEPKICHUS.

1.7. Bo ucnonHenne TpeboBanmii 4. 2 cr. 18.1 denepanpHoro 3akoHa Ne 152-@3 TTonmutuka
nyOiuKyeTcs B CBOOOJHOM JOCTyIE B MH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON cetu MHTepHeT
Ha caiite baHka.

1.8. Ecmu B oTHomeHusx ¢ baHKOM y4acTBYIOT HacieIHUKHU (TIPaBOIPEEMHUKH) U (WIIN)
MPEJICTaBUTENIN CyOBEKTOB TMEpPCOHANBHBIX JAaHHBIX, TO bBaHK CTaHOBUTCS oOlepaTtopoM
NEPCOHATBHBIX JAHHBIX JIUII, IPEJCTABISIOMNX YKa3aHHBIX CyObEKTOB.

[Tonoxxenus IlonmuTukn W Jpyrue BHYTPEHHHE HOpPMaTHBHBIE JOKyMEHTHl banka
pacIpoCTPaHAIOTCS Ha ciay4ad OOpabOOTKM M 3alMThl NEPCOHAIBHBIX JAaHHBIX HACIEIHHUKOB
(mpaBONpPEEMHUKOB) U (MJIM) TpeacTaBUTeNel CyOBhEKTOB MEPCOHATBHBIX JaHHBIX, 1aXe €CIU ITH
JMIIa BO BHYTPEHHUX HOPMATHUBHBIX JTOKyMEHTax baHka mpsiMoO HEe YMOMMHAIOTCS, HO (PaKTHYECKU
Y4acTBYIOT B IPaBOOTHOIICHUSX ¢ baHkoMm.

2. MIPUHIUIIBI U HEJIU OBPABOTKH HEPCOHAJIBHBIX IAHHBIX

2.1. IlpuHuMNBI 00PAOOTKY MEPCOHATBHBIX TaHHBIX.
Jlns  oOecnedeHuss 0e30MacHOCTH TEPCOHANBHBIX JTaHHBIX bBaHK pPYKOBOACTBYETCS
CJICAYIOIIMMH TIPUHITAITAMU:
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1) 3aKOHHOCTB: 3alWTa IEPCOHAIBHBIX JaHHBIX OCHOBBIBACTCS HA  ITOJIOXKEHHSX
HOPMATHUBHBIX  TPAaBOBBIX  aKTOB M  METOAWYECKHX  JOKYMEHTOB  YIHOJHOMOYEHHBIX
roCyJapCTBEHHBIX OPraHOB B 00JacTH 0OPaOOTKHU M 3alUThI IEPCOHAIBHBIX IaHHBIX;

2) CHCTEeMHOCTB: 00pa0OTKa MEePCOHAJBHBIX JaHHBIX B BaHKe OCYyLIECTBISETCS C Y4eTOM
BCEX B3aMMOCBSI3aHHbIX, B3aUMOJICHCTBYIOINX U U3MEHSIOIINXCSI BO BPEMEHH 3JIEMEHTOB, YCIOBUI
U (aKTOpoB, 3HAYMMBIX ISl MOHMMAHHUS W peIIeHHs MpoOsieMbl obecrieueHus: 0e30MacHOCTH
HEPCOHAIbHBIX JAHHBIX;

3) KOMIUIEKCHOCTB: 3allMTa IEPCOHAIBHBIX JAaHHBIX CTPOHMTCS C WCIOJIb30BAHUEM
(YHKUMOHAJIBHBIX  BO3MOXKHOCTEH  HMH(OPMALlMOHHBIX  TEXHOJIOTUMHM, pEaJM30BaHHBIX B
uHpopMannoHHbIX cucreMax banka (manee - MC) m apyrux umeromuxcs B banke cuctem u
CPEZCTB 3allUTHI;

4) HempepBIBHOCTH: 3alllMTa MEPCOHAIBHBIX IAHHBIX OOECIIEYMBAETCS HAa BCEX ATalax HMX
00pabOTKH U BO BCEX peKUMax (PyHKIIMOHUPOBAHMS CUCTEM OOpPaOOTKU MEPCOHAIBHBIX JaHHBIX, B
TOM YHCJIE ITPH MPOBEACHUU PEMOHTHBIX U PErJIaMEHTHBIX paboT;

5) cBOeBpeMEHHOCTBb: MeEpbl, O0ECICUMBAIOIINE HAICKAIINA YPOBEHb OE30MIaCHOCTH
NEPCOHANBHBIX JaHHBIX, IPUHUMAIOTCS JJO Hadaina X o0padoTKH;

6) mnpeeMCTBEHHOCTh W HENPEPHIBHOCTH COBEPIIEHCTBOBAHMS: MOJCPHU3AIMSA U
HapalliBaHUE MEpP M CPEJACTB 3aIIUTHl MEPCOHAIBHBIX JTAHHBIX OCYIIECTBIIIETCS HA OCHOBAHHHU
pe3ysbTaTOB aHaU3a MPAKTHUKK 00pabOTKM NEpCOHANbHBIX JTaHHBIX B baHke ¢ yueToM BBIABICHHUS
HOBBIX CIIOCOOOB ¥ CpEACTB peanu3aliil yrpo3 Oe30IacHOCTH IEPCOHATBHBIX JIaHHBIX,
OTEYECTBEHHOI'0 M 3apy0eKHOTr0 OMbITa B cepe 3alMThl HH(OPMALIHH;

7) mepcoHaJbHAsi OTBETCTBEHHOCTb. OTBETCTBEHHOCTh 3a oOeccIieueHHe OC30MacHOCTH
HEepCOHANbHBIX JIaHHBIX Bo3naraercsi Ha PabGoTtHukoB banka B mpenenax ux oOs3aHHOCTEH,
CBSI3aHHBIX ¢ 00Pa0OTKOM M 3alIUTON MEPCOHATBHBIX JAHHBIX;

8) MuHHMH3anusl WpaB JOCTYHAa: [IOCTYNl K IEPCOHAIbHBIM JaHHBIM IPEIOCTABIISCTCSI
PabGotHukam banka TONBKO B 00BeMe, HEOOXOAMMOM JIJIsl BBIOJHEHHS WX JIOJDKHOCTHBIX
00s13aHHOCTEH;

9) rudkocTh: 0OCCICUCHUE BBIMOIHCHUS (YHKIMHA 3aIUThl MMEPCOHAIBHBIX JaHHBIX TPU
U3MEHeHMH XapakTtepucTtuk ¢yHkuuonuposanuss HMCIIJIH, a Takke oObemMa M cocTaBa
00pabaTbIBaeMbIX IEPCOHATIBHBIX IaHHBIX;

10) OTKpBITOCTH AJTOPUTMOB W MEXAaHH3MOB 3alMUTBI: CTPYKTYpa, TEXHOJOTHH |
QITOPUTMBI  (DYHKIIMOHUPOBAHUS CHCTEMBI 3alllUTHl TEPCOHANBHBIX NaHHBIX banka (nmamee -
C3I1/1H) He nar0T BO3MOKHOCTH IPEOJI0JICHHS UMEIOIIMXCsl B baHke crcTeM 3aluThl BO3MOKHBIMU
HapYIIUTEISIMHI 0€301MaCHOCTH TIEPCOHAIBHBIX JTAHHBIX

11) nay4yHasi 000CHOBAHHOCTb H TeXHHYeCKasi Peain3yeMOCTh: YPOBEHb Mep 110 3alHTe
NEPCOHATBHBIX JaHHBIX OINPEACISIETCS COBPEMEHHBIM YPOBHEM pa3BHTHS WH(POPMAIIMOHHBIX
TEXHOJIOTUH U CPEACTB 3alUThl HH(OPMAIIUH;

12) cnenmanu3zamusi W npodeccMOHANM3M: peaiu3anus Mep M0  00eCleueHHIO
0€301aCHOCTH MEepPCOHANBHBIX MaHHbIX M skcmryaTanus C3IIH ocymectBistorcss PabGoTHukamu
banka, nMeronMu He0OXO0IMMBIE JIJISl STOTO KBATHM(UKAIMIO U OTIBIT;

13) >¢dexTHBHOCTH MpoUenyp OTOOPa KaapoOB M BHIOOPAa KOHTPAreHTOB: KaJpoBas
nonuTrka baHka mpegycMmarpuBaeT TIIATENBHBIA MOAOOp TMEepcoHaNa M MOTHBAIUI0 PabOTHHKOB
banka, MNO3BOJAIONIYI0 HWCKIIOYUTh WJIM MHUHUMH3UPOBAaTH BO3MOXHOCTh HAapylUIeHUS WMHU
0€30IaCHOCTH TIEPCOHAIBHBIX JAHHBIX; MUHHMH3ALUS BEPOSTHOCTH BO3HHKHOBEHHS YIPO3BI
0€30I1aCHOCTH MEPCOHATIBHBIX JaHHBIX, HCTOYHUKHA KOTOPBIX CBSI3aHBI C YEJIOBEYECKUM (haKTOPOM,
obecrieunBaeTcsl TONyYeHHEM HamOosiee TIONHOW WHGOpManmMu O KOHTpareHTax baHka [0
3aKJIFOYEHHS JIOTOBOPOB;

14) wHaOmoaaeMOCTh M NPO3PAYHOCTB: Mepbl 10  O0ECHeueHH0  0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX JOJDKHBI OBITH CIJITAHMPOBAHBI TaK, YTOOBI Pe3yJabTaThbl MX MPUMEHEHUS
ObUTH sIBHO HaOromaeMbl (TIPO3payHbl) M MOTJIM OBITH OILICGHEHBI JIMIIAMH, OCYIIECTBIISIOIIMMHI
KOHTPOJIb;
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15) HempepbLIBHOCTH KOHTPOJISI U OUEHKH: YCTAaHABIHMBAIOTCS MPOLEAYPhI MOCTOSHHOTO
KOHTPOJISI MCIIOIB30BAHMSI CHCTEM OOpabOTKM M 3allUThl MEPCOHANBHBIX TAHHBIX, a PE3YJIbTAThI
KOHTPOJI PErYISPHO aHATU3UPYIOTCA.

2.1.1. O6paboTka mepcOHANBHBIX JaHHBIX B baHke orpaHMYMBaeTCS JOCTHXKEHHEM bankom
KOHKPETHBIX, 3apaHee OMPEACIICHHbIX U 3aKOHHBIX LIeJIeH.

2.1.2. OOpabarpiBacMble IMEPCOHAIBHBIC JaHHBIE YHUYTOXKAIOTCS JHUOO 00€3TUYMBAIOTCS
10 TOCTIKEHUM 1iesiell o0paboTKM WM B cllydae yTpaThl HEOOXOAMMOCTH B JOCTH)KEHHU STHUX
eJICH, €CIIM HHOE HEe TIPEyCMOTPEHO (erepalbHbIM 3aKOHOM.

2.2. IlepconanbHble JaHHBbIe 00padaThIBalOTCsl B banke B messix:

eo0ecrieueHHsI 3alIUTBI MPaB M CBOOOJ YEJIOBEKa M TpaKJAaHWHA TpH 0O0pabOTKe ero
MEPCOHAJIBHBIX JAHHBIX, B TOM YHUCJE 3allUThl MpPaB HAa HENPUKOCHOBEHHOCTh YACTHOM KU3HH,
JIUYHYIO U CEMEHHYIO TaliHy;

® OCYLIECTBIICHUSI BO3JI0)KEHHbIX Ha baHk 3akoHomarensctBoM Poccuiickoin ®denepauuun
GbyHKIMI B cooTBeTcTBUU ¢ HamoroBeiMm komekcom Poccuiickoit ®denepanuu, ¢enepaibHBIMU
3aKoHamMH, B yacTHOCTH: "O GaHkaX M O0aHKOBCKOH nesrenbHocTH", "O KpeauTHbIX uctopusx', "O
MPOTUBOJICUCTBUM JIETAIH3AMNA (OTMBIBAHUIO) JAOXOJOB, MOJYYCHHBIX MPECTYIHBIM TyTeM, U
dbunaHcupoBanuio Teppopusma', "O BaTIOTHOM PeryjiMpoOBaHMM U BallOTHOM KoHTpoise", "O
peiHKe 1eHHBIX Oymar", "O HecocTosTenbHOCTH (OaHKPOTCTBE) KpeAWTHBIX opranmzanuii”, "O
CTpaxOBaHWM BKJIaJ0B bu3nIecCKux aui; B Oankax Poccwmiickoit ®eneparuun”, "OO
WHIMBUAYAIbHOM (TIEpCOHU(UIIMPOBAHHOM) YY€Te B CHUCTEME O0S3aTEIbHOTO TIEHCHOHHOTO
crpaxoBanus", "O mNepcOHAIbHBIX JAaHHBIX', HOPMAaTUBHBIMM akTaMu banka Poccum, a Takxke
YcTaBoM 1 HOPMaTUBHBIMU JOKyMEHTamMu baHka;

®3aKJIIOUYEHHUS, HUCIOJIHEHMS, NPEKpalleHUs TPaKJAHCKO-IIPABOBbIX  JOTOBOPOB  C
Knuenramu/konTpareHraMmn  baHka B COOTBETCTBHHM C  3aKOHOJATEIBCTBOM  Poccuiickoit
®enepanuu;

e OpraHM3aliu KajapoBoro ydera baHka, 3ak/IFOUeHHMS] W HCIIOJIHEHHS 0053aTeNbCTB 10
TPYIOBBIM U TPa)XJTaHCKO-TIPABOBBIM JIOTOBOpAM; BEICHUS KaJpPOBOr0 JEIONPOU3BOICTBA,
conericTBusl PaboTHHKAM B 00y4eHHH U MPOJIBUKECHHUH TI0 CIY»KO€, MOJIh30BaHUS Pa3IMYHOTO BUIA
JBIOTaMH, WCIIOJTHEHHUS! TpeOOBaHWU HAJOTOBOTO 3aKOHOJATENHCTBA B CBSI3M C MCUYUCICHHEM H
yIJIaTOM Hajgora Ha J0XOAbl (U3MYECKUX IIMI[, TEHCHOHHOTO 3aKOHOJATEeNbhCTBA MPH
(GOpMHUpPOBAaHUHM W TPEJCTABIECHUHA TEPCOHU(PHUIIMPOBAHHBIX JIAHHBIX O KaXJIOM ToOJydarese
JIOXOJ/IOB, YUMUTHIBAEMBIX MPH HAYMCICHUH CTPAXOBBIX B3HOCOB Ha 00s3aTelbHOE MEHCHOHHOE
CTpaxoBaHWE€ U OOeCMeYeHMs, 3aMOJIHCHHS TEPBUYHON CTAaTHCTHUYECKOM JOKYMEHTAI[MH, B
COOTBETCTBUU C 3aKoHonarenbCcTBOM Poccuiickoit @Penepauuu, YCTaBOM H  BHYTPEHHUM
HOPMATHBHBIMH JIOKyMeHTaMH banka;

® PaCCMOTpPEHHUsI OOpaIeHHI TPaXKIaH;

e IpUBJICUEHUS U 0TOOpa KaHAUJATOB Ha padoTy B baHk;

® [IpUEM U OTIPABKA KOPPECTIOHICHIINH;

e oOecrieueHus MPOMYCKHOTO peKuMa Ha 00bekTax baHka.

3. IPABA CYBBEKTA NIEPCOHAJIBHBIX IAHHBIX

CyObeKT nepcoHaibHbIX JaHHBIX UMEET MPaBoO:

3.1. Ha mnonyuenue mnpu oOpameHMH MO0 NpH HANpaBIEHUM IHCBMEHHOTO 3arpoca
Cy0ObeKTa nepcoHaJIbHBIX JaHHBIX WIN €ro MpeacTaBuTeNs nHdopMaluy, Kacatouieiics o00padboTku
€ro NEPCOHAIBHBIX JaHHBIX, B TOM YUCIIE COJEPKALIYIO:

1) nonTBepkaeHue Gakta 00pabOTKH MEPCOHATIBHBIX TaHHBIX baHKOM;

2) paBOBBIE OCHOBAHUS U LIeIM 00paOOTKU MEPCOHANBHBIX TaHHBIX;

3) nenu u npuMeHsieMble bankoM crioco6sl 00paboTKK NEPCOHANIBHBIX JaHHBIX;

4) HaMEHOBaHME M MECTO HaxoXXJeHWs baHka, CBeleHHS O IOPUIMYECKUX U (PU3UUECKUX
avnax (3a uckiroueHueM PaOoTHHKOB baHka), KOTOpble UMEIOT JOCTYI K NMEPCOHAIBHBIM JaHHBIM
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WM KOTOPBIM MOTYT OBITh PACKPBITHI MEPCOHANBHBIE JaHHbIE HA OCHOBAaHUU JO0roBopa ¢ baHkom
WM Ha ocHoBaHMM DenepaibHOro 3akona Ne 152-03;

5) oOpabaTbiBaeMble NIEpPCOHANIBHBIE JaHHBIE, OTHOCALINECS K COOTBETCTBYOIIEMY CyObeKkTy
MEPCOHANIBHBIX JIaHHBIX, UCTOYHUK MX TMOJYYCHHS, €CJId MHOW MOPSIOK IMPEICTABICHUS TaKHX
JIaHHBIX He nTpeaycMoTpeH DenepanbHbIM 3akoHOM Ne 152-D3;

6) cpoku 00pabOTKM EPCOHABHBIX JAHHBIX, B TOM YHCIIE CPOKU UX XPAHCHUS;

7) mnopsgok ocyuiectBieHus CyObeKTOM NEpCOHAIBHBIX IMpaB, MPEeIyCMOTPEHHBIX
[Tonutukoit u @enepanbHbIM 3aKkoHOM Ne 152-D3;

8) mHbopmalrio 00 OCYIIECTBICHHON WM O MpPEAnojiaraeMoil TpaHCTpaHWYHOU Mepeaaye
JTAHHBIX;

9) HamMmeHOBaHHME WM (aMIIHIO, WUMs, OTYECTBO M aapeC JIHIA, OCYIIECTBISIONIIETO
00paboTKy MepCOHANBHBIX JaHHBIX MO MOopydeHuio baHka, ecnu 00paboTKa mopydeHa uiu OynaeT
MopyyYeHa TaKOMY JIUILY;

9.1) madopmariio o ciocodax ucroiHeHus: bBaHKOM 005S3aHHOCTEH, YCTaHOBICHHBIX CTAaThEH
18.1 Hacrosmero deaepaibHOro 3aKOHa;

10) wHBle CcBeAcHHs, MpeaycMoTpeHHble DenepanbHbiM 3akoHOM Ne 152-03 wnm WHBIMU
dbenepanbHbpIMU 3aKOHaMU Poccutickoit Deaepanmm.

3.2. Ha cBoOOAHBII OecrulaTHBIN TOCTYN K CBOMM IE€PCOHAIBHBIM JAHHBIM, BKIIIOYAsl MPABO
Ha TIONy4YeHUE KOMHM II000M 3amucH, cojaepikallell NMepcoHalbHbIE NaHHBIE, 32 HMCKIIOUEHUEM
ciIy4aeB, peaycMoTpeHHBIX DenepanbHbiM 3aKkoHOM Ne 152-D3.

3.3. Ha onpenenenue cBOUX MpeACTaBUTENEH JIJIS 3aIIUTHI CBOUX IEPCOHATBHBIX TaHHBIX.

3.4. Ha tpebGoBanue 00 YTOYHEHHH €r0 IMEPCOHATBHBIX TAHHBIX, UX OJOKHPOBAHUH WIIH
VHUUTOXKEHUU B CIlyyae, €CJIM MEepPCOHANbHbIC NaHHBIC SBJISIIOTCS HEMOJHBIMH, YCTApEeBIIMMH,
HETOYHBIMU, HE3aKOHHO TMOJYyYEHHBIMU WA HE SABJISIOTCS HEOOXOIMMBIMHU JJIsi 3asBJICHHOW II€JIH
00paboTKH.

3.5. Ha TtpeboBanme o mnpekpameHun oOOpabOTKH CBOMX IEPCOHANBHBIX JIAHHBIX,
OCYLIECTBIISIEMOM B LIEJSAX MPSIMOTO MapKETUHTA.

3.6. Ha oT3bIB coracust Ha 00pabOTKY MePCOHANBHBIX JTaHHBIX.

3.7. Ha oGxanoBanue AeicTBuil mwin Oe3neiicTBUil baHka B yIOJTHOMOYEHHOM OpraHe Io
3amuTe npaB CyObEeKTOB NMEPCOHAIBHBIX JAHHBIX WM B CYZACOHOM MOPSIKE.

3.8. Ha 3amuty cBoMX MpaB ¥ 3aKOHHBIX HHTEPECOB, B TOM YHCIIE Ha BO3MEIICHHE YOBITKOB U
(uM) KOMIIEHCAIMI0 MOPaIbHOIO BpEIa B Cy1I€OHOM IMOPSIJIKE.

4. OBSI3AHHOCTD BAHKA KAK OIIEPATOPA OCYIIECTBJIAIOIIINM
OBPABOTKY NEPCOHAJIBHBIX JAHHBIX

bank o6s13aH:

® HICITOJIB30BATh TOJIYYCHHYIO HMH()OPMAIMIO WCKIIOYATEIBHO IS TIeJiel, YKa3aHHBIX B
[TonmutHke;

e 00ecreunTh XpaHeHUue KOoH(UISHIMATbHOW WHGOpMAIMu B TaifHe, HE pasriamarh 0e3
MPeBApUTENLHOTO MUChbMEHHOTO paspenieHus CyObekTa MEepCOHANBHBIX JaHHBIX, a TaKke He
OCYIIECTBIIATh TPOJAXKY, OOMEH, OIMyOJIMKOBaHWE, JTHUOO pasrialmieHue WHBIMH BO3MOXHBIMU
crocobaMu TiepeaHHBIX MEePCOHATBHBIX NAaHHBIX CyOBEKTa, 32 MCKIIOUEHUEM MPETYCMOTPEHHBIX
[Monutukoit u @enepanbHbIM 3aKkoHOM Ne 152-D3;

e IPUHUMATh MEphl HEOOXOAMMBIE U  JOCTAaTOYHBbIE [N  OOECIeueHUs  3aIIUThI
KOH(UICHIIMATLHOCTA TEPCOHANBHBIX JTAaHHBIX CYOBEKTY COTJIACHO MOPSAKY, HCIIOJNBb3yeMOMY B
1essX HHGOPMAIIMOHHON 0€30TTaCHOCTH;

® OCYIIECTBUTH OJOKHMPOBAHUE MEPCOHATBHBIX JAHHBIX, OTHOCSIIUXCS K COOTBETCTBYIOLIEMY
CyOBEKTYy, C MOMEHTA OOpAIICHUS UM 3apoca CYObEKTa WM €T0 3aKOHHOTO MPEJCTaBUTENS JTN00
VIIOJJHOMOYEHHOTO OpraHa IO 3alluTe MpaB CYOBEKTOB IMEPCOHAIbHBIX JaHHBIX Ha TMEpUOJ
MPOBEPKHU, B CIy4ac BBISBICHUS HEIOCTOBEPHBIX IMEPCOHANBHBIX JAHHBIX WM HEMPaBOMEPHBIX
IEUCTBUI.
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5. COCTAB IIEPCOHAJIBHBIX JAHHBIX

5.1. [lepeuens nonayyaeMbix baHKOM MepcoOHaANBHBIX JAHHBIX, MOJJICKAIINX 3anuTe B baHke,
3aBHCUT OT LN 00pabOTKU MEPCOHANTbHBIX TaHHBIX.

[lepeuenp mepcoOHANbHBIX  JaHHBIX, OOpabaTbiBaeMblx B  baHke, yTBepkaaercs
OpraHU3aIMOHHO-PACHIOPSAUTENLHBIM JOKyMeHTOM baHka.

5.2. B 3aBucumoct ot CyObeKTa MepcoHaIbHBIX JaHHBIX, baHK moiydaer u obpabareiBaeT
CJIeIyIOIINE KaTerOPUH MEePCOHATBHBIX JAHHBIX:

5.2.1. Ilepconanbubie nanHeie PaborHuka banka — uH(opmarus, HeoOxoaumas banky B
CBSI3M C 3aKJIIOYaEMbIM W/WJIM 3aKIIOYEHHBIM TPYIOBBIM JIOTOBOPOM U Kacarolascs KOHKPETHOTO
Pabornuka banka;

5.2.2. IlepconanbHble JaHHBIC aknuoHepoB banka, addmmpoBannbix nui, banka w/wam
paOOTHUKOB IOPUIMYECKUX JIHIL, SBISIOIUXCA adUHUPOBAHHBIMU JHMLAMH banka w/wmu nui,
OKa3bIBAIOUINX CYIIECTBEHHOE BIMsHHME - WH(popmanus HeoOxomumas baHky ans oTpakeHus B
OTYETHBIX JOKYMEHTaX O JesATeNbHOCTH baHKka B COOTBETCTBUH C TPEOOBAHUSIMH 3aKOHOAATEIHCTBA
Poccuiickoit denepannu, HOPMAaTUBHBIX akToB banka Poccun W BHYTPEHHHX HOPMATHUBHBIX
JIOKyMeHTOB baHka;

5.23. IlepconanbHble  naHHble  KiHMeHTa/KOHTpareHTa, MEpPCOHAIbHBIE  JaHHbBIC
npencraButeneil Knmenrta/kontparenra - wHpopmamus, HeoOXoaumas baHKy IUIsi BBIIOJHEHHUS
OaHKOBCKOM JesTeNbHOCTH, B TOM 4YHUCJIE JJsl BBIIOJIHEHUS CBOMUX O0OS3aTENIbCTB B paMKax
JOTOBOPHBIX ~OTHOWmIEHHHA ¢ KIMEeHTOM/KOHTpareHTOM, W Ui BBHINOJHEHUS TpeOOBaHMIA
3akoHoAarenbcTBa Poccuiickoit denepaiuy, HOPMAaTUBHBIX akTOB banka Poccum u BHYTpeHHHX
HOPMATUBHBIX TOKyMEHTOB baHka.

5.2.4. IlepcoHanbpHble JaHHBIC UHBIX JIMI, B TOM YKcie noceTureneil banka.

6. YCJIOBUSI OBPABOTKHU NEPCOHAJIBHBIX TAHHBIX

6.1. OOpaboTka mepcoHaNbHBIX JaHHBIX B baHke ocymecTBiaseTcs ¢ COOJIOJCHUEM
MPUHIIMIIOB U NMpaBuJ, penycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3 u [Tonutukoi.

6.2. YBenomiieHMe YNOJHOMOYEHHOr0 OpraHa mo 3amuTe npaB cy0beKToOB
NMEePCOHATBbHBIX JAHHBIX 0 HaYaJie 00pPa0O0TKH NMEePCOHAIBHBIX JAHHBIX.

6.2.1. bank no Havanma OOpabOTKM NEPCOHANBHBIX JAHHBIX YBEJOMIISIET YIOJIHOMOYEHHBIN
OpraH 1O 3allUTe MpaB CyObEKTOB MEPCOHAIBHBIX JaHHBIX O CBOEM HAMEPEHUH OCYIIECTBISATH
00paboTKy NMepCOHABHBIX JIAHHBIX, 32 UCKIIFOUCHUEM ClTyyaeB 00pabOTKH MEPCOHAIBHBIX TaHHBIX '

e BrIOUeHHBIX B rocynapcrseHHble MCII/IH, co3nanHble B LesSX 3alluThl 0€30IacHOCTH
rocy/apcTBa M 00IIECTBEHHOTO MOPSIIKa;

e B ciyyae, eclii OaHK OCYLIECTBISET AESITEIbHOCTh 10 00paboTKe MEePCOHATBHBIX JaHHBIX
UCKJTIOUUTENIFHO 0€3 UCIOIb30BaHUS CPEACTB ABTOMATH3AIHH.

6.2.2. YBenomiieHuE O HAMEPEHUH OCYIIECTBIIATh 00paOOTKY MEpPCOHANbHBIX JaHHBIX (Jaee
— YBeJIOMJIEHHE) COCTaBJISIETCS B IPOU3BOJIBHOW (hopMe ¢ ydeToM o00s3aTelbHBIX CBEACHUM,
ycraHOBIeHHBIX 1.3 c1.22 @enepanpHoro 3akoHa Ne 152-@3. B cnyyae HampaBieHUs
YBenomiieHus B BUIE:

® TOKyMEHTa Ha OyMa)XHOM HOCHTEJIe, MOAMMUCHIBAETCS YIMOJIHOMOYEHHBIM JuIloM baHka u
3aBepsieTcs nevyaTbio banka nim

© 3JIEKTPOHHOIO0 JOKYMEHTA, IMOJIMUCHIBAETCA JJIEKTPOHHOM IOANKCHIO B COOTBETCTBHM C
TpeOOBaHUSIMU 3aKOHOIaTeIhCTBA Poccutickoit denepammm.

6.2.3. B cinyuae M3MEHEHHUs CBEJIEHUM, yKa3aHHBIX B YBEIOMIIEHHWH, a TaKXK€ B CIydyae
npeKpameHns: 00paboTKM MEepCOHAIbHBIX JaHHbIX BaHk yBenomisieT 00 3TOM YIOJIHOMOYEHHBIN
OpraH Io 3alluTe MpaB CyObEKTOB MEPCOHAIBHBIX JTaHHBIX B TeueHue 10 (mecsaTH) pabouux gHEH ¢
JaTbl BO3HUKHOBEHUS TAaKUX W3MEHEHMH MIIM C JaThl MpEKpalleHuss oOpabOTKH IMEepCOHATbHBIX
JTAHHBIX.

6.3.B banke OpraHU3alMOHHO-PACIOPAIUTEIbHBIM JOKYMEHTOM HazHayaeTcs
OTBeTCTBEHHOE JIMIO 32 OPraHU3aLMI0 00paObOTKHU EPCOHABHBIX JaHHBIX B baHke.
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JIu1o, OTBETCTBEHHOE 3a OPTaHU3AIUI0 00PaOOTKH MEPCOHATBHBIX JaHHBIX, 00s3aHO:

1) ocymiecTBIATh BHYTPEHHUH KOHTPOJb 3a coOIIofeHWeM baHKOM W ero pa0OTHHUKaMH
TpeOoBaHuil 3aKkoHoAarenscTBa Poccuiickoit denepanuu 0 MEpCOHAIBHBIX JAHHBIX, B TOM UHUCIE
TpeOOBaHUI K WX 3alluTe, a TakkKe COOITIOJCHHUS MPOIEAYp, YCTAHOBICHHBIX BHYTPEHHUMU
HOPMAaTUBHBIMH JJOKyMEeHTaMu baHka B 00J1aCTH 3aIIUThI IEPCOHATBHBIX TAHHBIX;

2) MOBOIUTH 1O CBeIeHUS PabOTHHKOB baHka MOJIOKEHHs 3aKOHOJATeNbcTBa Poccuiickoit
Qenepallil 0 MEPCOHATBHBIX JaHHBIX, BHYTPEHHUX HOPMATHBHBIX JOKyMeHTOB banka mo
BOIPOCaM 00pabOTKH MEPCOHATBHBIX TaHHBIX, TPEOOBAHUI K 3aIIUTE MEPCOHATBHBIX TaHHBIX;

3) opraHu30BBIBAaTh MpHUEM U 00pabOTKy oOparieHui 1 3apocoB CyObEKTOB NEPCOHATBHBIX
JAHHBIX WA WX MPEACTABUTEICH M OCYHIECTBISATh KOHTPOIbL 32 MPHEMOM U OOpabOTKOW TaKmX
oOpallieHui U 3aIPOCOB.

[TepeueHs NI, YIOJTHOMOYCHHBIX Ha MOJIy4YeHUE, 00padOTKy, XpaHEeHHUe, Iepeaady u Jirodoe
Jpyroe HCIoiIb30BaHUE MEePCOHANIbHBIX aHHBIX B banke, yrBepxknaercs [Ipukazom Ilpeacenatens
IIpaBnenus banka.

6.4. O6paboTKa MepcoHaIbHBIX JaHHBIX B baHke OCyIIeCTBIAETCS B CIEAYIONINX CIyqasX:

1) 0oO6paboTKa MepCOHANBHBIX JaHHBIX OCYHICCTBIISCTCS C MUCbMEHHOTO cornacus CyOnekTa
MEPCOHANBHBIX JaHHBIX Ha OOpaOOTKy €ro MepCcOHAIbHBIX MaHHBIX IO YTBEpKIeHHOW bankom
dbopwme;

2) oOpaboTka MEPCOHAIBbHBIX JAHHBIX HEOOXOAMMA JJISi OCYIIECTBICHHUS W BBIOJHEHUS
BO3JIOKEHHBIX 3aKOHOAATeNbCcTBOM Poccmiickoit denepanyu Ha bank ¢GyHKIWN, TOTHOMOYHHA U
00513aHHOCTEH;

3) 00paboTka MepCOHANBHBIX JTAHHBIX OCYIICCTBISCTCS B CBSI3M C YYacTHEM JiMIlAa B
KOHCTUTYIIMOHHOM,  TPa)XJaHCKOM, aIMUHUCTPATUBHOM, YrOJOBHOM  CYJONPOU3BOJCTBE,
CyJIONTPOU3BOJICTBE B apOUTPAXKHBIX CyAaX;

3.1) 06paboTKa MepCOHATbHBIX JaHHBIX HEOOXOAUMA JIJIsl HCIIOJHEHHUS CYAeOHOTO aKTa, aKTa
JPyroro OpraHa WM JOJDKHOCTHOTO JIMIA, TMOJJICKAIIUX MCIOJHEHUI0 B COOTBETCTBUHU C
3aKoHOAaTeNnsCTBOM Poccuiickoit denepannu 00 UCTIOTHUTETFHOM MTPOU3BOJICTBE;

4) o0paboTka MEepPCOHABHBIX JaHHBIX HEOOXOAUMa JIJIsi MCIOJHEHHUS JOTOBOpa, CTOPOHOM
KOTOpPOro IMOO BBITOAOMPHOOpETaTENIeM WM MOpy4YuTeIeM Mo KoTtopomy siBhsieTcss CyObekT
MEPCOHAIBHBIX JIAHHBIX, a TaKXkKe JUIS 3aKIIoYeHus joroBopa mo wuHunuaruBe CyObekra
MEPCOHANBHBIX JIaHHBIX WM JO0TOBOpa, Mo KoTopoMy CyOBEKT MEepCOHaIbHBIX HaHHBIX Oynmer
SIBJISITHCSI BBITOJIONIPHOOpETATENIEM WM TTOpyuuTesneM. 3akiaouaeMbiii ¢ CyObeKTOM MepCOHATBHBIX
JAHHBIX JIOTOBOP HE MOKET COJIEPKaTh MOJOKEHUsI, OTpaHUYUBAIOIE paBa u cB00oab CyOnekTa
MEPCOHAIBHBIX JAHHBIX, YCTAHABIMBAIONIMEC CIydal OOpabOTKM TMEpPCOHATBHBIX JTAHHBIX
HECOBEPIICHHOJETHUX, €CIM HWHOE HE MNPEeayCMOTPEHO 3aKOHOJATeIbCTBOM Poccuiickoit
Odenepannn, a TaKXKe IMOJOXKEHHUS, JOMYCKAIOMIME B KA4e€CTBE YCIOBUS 3aKIIOYCHHUS JOTOBOpPA
oe3neiicTBre CyObeKTa MepCOHaIbHBIX TaHHBIX;

5) 00paboTka MEepCOHANBHBIX JaHHBIX HEOOXOIMMA JIJISl 3alTUThI KU3HU, 3/I0POBbS WU UHBIX
JKU3HEHHO BaXXHBIX HMHTepecoB (CyObeKTa TMEepCOHANBHBIX JAHHBIX, €CIU TOJYYCHHE COTJIacHs
CyOBEeKTa MePCOHABHBIX JAHHBIX HEBO3MOXKHO;

6) o0paboTKka MepCOHAIBHBIX NAaHHBIX HEOOXOAMMA AJIs OCYIIECTBICHHUS MpPaB U 3aKOHHBIX
WHTEpecOoB baHka MM TPEThUX JIHII TPH YCIOBHH, YTO MIPH 3TOM HE HApPYIIAIOTCS MpaBa U CBOOOIBI
CyObeKTa nepcoHanbHBIX TaHHBIX;

7) ocymecTBiseTcs 00paboTKa MEePCOHANBHBIX JAHHBIX, MOJICKAITUX OIMYOJIMKOBAHUIO WIIH
00s13aTeNTbHOMY PACKPBITHIO B COOTBETCTBHH C 3aKOHOAaTeIbCTBOM Poccuiickoii deneparuu.

6.5. bank BIpaBe MOPYYUTh 00PAOOTKY MEPCOHATBHBIX JAHHBIX TPETHUM JIUIAM B CITydasx
ompaBIaHHONW HEOOXOoAMMOCTH U c coriacus CyObeKkTa MEepCOHANBHBIX JaHHBIX, €CId MHOE He
npexycMoTpero denepanbHbiM 3aKkoHOM Ne 152-D3.

Bank mpennpuHMaeT Bce HEOOXOAMMBIE MEPhI K 00ECTIEUEeHHUI0 MPUBICYEHHBIM K 00paboTKe
NEPCOHAIBHBIX JaHHBIX TPETbUM JIMIIOM COONIOACHHUS MPHUHLIMIIOB M TMpaBuil 00paboTKH
NEPCOHANBHBIX JaHHBIX, peaycMoTpeHHbIX [lomutukoit u @enepanbHbM 3akoHOM Ne 152-D3.
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bank mpekparaer OTHOLIEHHUS] C TPETHUM JIMIIOM B CIIy4ae CHCTEMaTHYECKOro WU Tpyooro
HapyleHus nociaeanuM tpedoanuii [lonutukoit n/mmm @enepanbHoro 3akona Ne 152-@3.

6.6. 3anuch TenedoHHBIX neperoBopoB ¢ Kimentom ocymiectBisieTrcss baHkoM Toibko mpu
HaJIUYHUH IeUCTBUTEIILHON HEOOXOAMMOCTH U HE UMEET UHBIX LIeJIeH, KpoMe:

1) obecneuenre banky BO3MOXKHOCTH MOATBEPKACHUSI coBepieHus: Kinenrom omnepanuu;

2) OlleHKH KauecTBa ycayr banka mo tenedony.

bank B o6s3aTenbHOM mopsiake uHbopMupyeT KiueHTOB 00 OCYIIECTBIEHHWH 3allUCH J10
Hauasa TeneOHHOTO Pa3roBopa.

6.7. KonnpoBaTh U Jies1aTh BHITUCKU NIEPCOHATIBHBIX JAHHBIX pa3peniaeTcs UCKIIOYUTEIBHO B
CITy’)KeOHBIX IEJISTX B COOTBETCTBUU C TpeOOBaHUSAMHU 3aKOHOaTeNbecTBa Poccuiickoit denepanuu u
BHYTPEHHUX HOPMATUBHBIX IOKYMEHTOB baHKa.

7. CIIOCOBbI OBPABOTKHU INEPCOHAJIBHBIX TAHHBIX

7.1. B memsax ucronHeHus TpeOoBaHUU 3aKoHOHAaTeNnbcTBa Poccuiickoit denepanuu bank
OCYIIECTBIISIET 00Pa0OTKY MEePCOHATBHBIX TAHHBIX CJIICTYIOIUMHU CIIOCOOaMMU:

1) ABTOMAaTH3MpPOBaHHYIO O00paOOTKY MEpPCOHANBHBIX JAaHHBIX - € HCIHOJIb30BAaHUEM
MPOrPaMMHO-TEXHHUYECKHUX CPEJICTB, 0a3 JaHHBIX, HHPOPMAIIMOHHBIX TEXHOJIOTHA M TEXHUYCCKHX
CPE/CTB;

2) HeaBTomaTu3upoBaHHYyI0 00pabOTKY MEPCOHAIBHBIX JaHHBIX C HCIIOJb30BaHHEM
OyMa)XHOTO JOKyMEHTOO0O0pOTa.

7.2. Tlpunsithe pemieHU, NOPOXKAAIOIINX OPUANUYECKHE TOCIEICTBUS B OTHOIICHHUH
Cy0ObekTa nepcoHaJbHBIX JAAHHBIX WM MHBIM 00pa3oM 3aTparuBalolUX €ro MpaBa U 3aKOHHBIE
MHTEPECHI, OCYIIECTBISAECTCS bBaHKOM Ha OCHOBAaHHM HCKJIIOYHUTEIBHO aBTOMATHU3UPOBAHHOU
00pabOTKH €ro MepCoOHAIbHBIX AAHHBIX M TOJBKO MPU HAJIMYHWMU COTJIACHS B MUCBMEHHOH (opme
CyObeKTa mepcoHAbHBIX JTaHHBIX.

8. MOPAAOK OBPABOTKHN NEPCOHAJIBHBIX TAHHBIX

8.1. Iopsiiok 00padOTKH MEePCOHATBHBIX TAHHBIX Cy0beKTa MePCOHAJBHBIX AaHHBIX.

8.1.1. CyObeKT NepcOHANbHbIX JAHHBIX NPUHMMAET pEIIEHHE O TNPEAOCTABICHUM €ro
NEPCOHANBHBIX JAHHBIX, a B CIyYasx, MpeaycMoTpeHHbIX denepanbHbiM 3akoHOM Ne 152-D3, naer
coryjiacue Ha uX OOpabOTKy CBOMX NEpCOHANbHBIX JaHHbIX. CyObEeKT NEepCOHAIBHBIX JaHHBIX
IPUHUMAET PELIeHUe U JaeT corjiackue cBOOOIHO, CBOEH BOJIEH U B CBOEM MHTEpECE.

[TucbMeHHOe coriacue cyObeKTa MepcoOHATbHBIX JIAaHHBIX Ha 00pabOTKy €ro nepcoHaIbHBIX
naHHbIX B banke opopmisiercs o tunosoit popme [punoxennst Ne 1 k [Tonutuke.

Cornacue Ha 00pabOTKYy MEpPCOHAIBHBIX MJAHHBIX O(OpMIseTcs OTHENBHO OT HHBIX
uHpopMaluu U (WIK) JOKYMEHTOB, KOTOpbIE MOATBEpPXkAaeT W (WIM) MOANUCHIBAET CYOBEKT
NEPCOHAIBHBIX JIaHHBIX.

B cnydae momydenusi cornacus Ha oOpaOOTKy IMEpPCOHANbHBIX JAHHBIX OT MPEICTABUTENS
CyObeKTa MepCOHANbHBIX JAHHBIX IOJHOMOYMS JAHHOTO MPEJCTaBUTENS Ha Jady corjiacus OT
MMEHH CyObEeKTa MePCOHAIbHBIX JaHHBIX MPOBEPSIOTCS baHKOM.

8.1.2. Cornacue Ha 00pabOTKy NEPCOHAIBHBIX JAHHBIX MOXET OBITh OTO3BAHO CYOBEKTOM
MEPCOHAIBHBIX JaHHbBIX.

B cnydae oT3b1Ba CyOBEKTOM MEPCOHATIBHBIX JAHHBIX COTJIacUsi HAa 00pabOTKY MepCOHATBHBIX
naHHbIX baHK BmIpaBe MpPONOIKUTH 00paOOTKY MEpPCOHATIbHBIX JaHHBIX 0e3 corjacusi cyObeKTa
NEPCOHAIBHBIX JAHHBIX IIPU HAJIMYUU OCHOBAHMM, IIPEIYCMOTPEHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanuu u [lonutukoi.

8.1.3. B caywyae HemeecocOOHOCTHM CYOBEKTa NEPCOHAIBHBIX JAaHHBIX COIJIaCHEe Ha
00paboOTKy €ro NnepcoHaNbHBIX AAHHBIX JA€T 3aKOHHBIM MPEACTAaBUTENb CyOBEKTa IEPCOHANBHBIX
JTAHHBIX.
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8.1.4. B cnydae cmeptu cyOBeKTa TNMEPCOHAIBHBIX TAHHBIX COTrJacMe Ha 00paboTKy ero
NEPCOHATBHBIX JAHHBIX JAIOT HACIECTHUKU CyObEKTa MEePCOHAIBHBIX IaHHBIX, €CIIM TAaKOE COTIacue
He OBLJIO AaHO CyOBEKTOM IEPCOHANBHBIX JaHHBIX IIPH €r0 >KU3HU.

8.1.5. [lepconanbpHble JaHHBIE MOTYT OBITH MOJSy4YeHbl BaHKOM OT JHIIa, HE SBIISIOUIETOCS
CyOBEKTOM MEePCOHANBHBIX JaHHBIX (TPETHETO JIUIIA).

Ecnu mepcoHaibHBIE JaHHBIE TOJMYYEHBI HE OT CYObEKTa IepCOHAIBHBIX JaHHBIX,
JIOJDKHOCTHBIE JIMI[A, OTBETCTBEHHBIE 3a IPEJOCTaBieHUE (OCYLIECTBICHHE) COOTBETCTBYHOIIEH
bynkuuu, B ciydasx, npenycMoTpeHHbIX DexepanbHbiM 3akoHoM Ne 152-®3;, no nHavana
00pabOTKH TaKUX NEPCOHAIBHBIX JIaHHBIX 0053aHbl YBEIOMUTh CyObEKTa IEPCOHAIBHBIX JAHHBIX.

8.1.6. B ciyuae ecnu baHK Ha OCHOBaHMH JOTOBOpa MOpYyYaeT 0OpabOTKY MEepCOHAIBHBIX
JAHHBIX JIPYrOMY JIMIly, CYLIECTBEHHBIM YCIOBHEM I€pellaud IMEPCOHAIBHBIX JaHHBIX SIBIISETCS
00513aHHOCTh 00ECTeUeHHs YKa3aHHBIM JIMIIOM KOH(HIECHIMAIHbHOCTH NEPCOHANBHBIX TaHHBIX U
COXpaHeHMs eI 00pabOTKU NEPCOHANBHBIX JIaHHBIX.

Jluno, ocymecTBistonee 00paboTKy MepcoHATbHBIX AAHHBIX MO MopydeHuto banka, 00s3aH0
co0JIr01aTh MPUHLIMIIBI U NTpaBHiia 0OpaOOTKHU MEPCOHAIBHBIX TaHHbIX.

B cnywae, ecnim bank mopydaer 00pabOTKYy MEpCOHATIBHBIX [TaHHBIX JPYroMy JIHILY,
OTBETCTBEHHOCTb I€pe]] CyOBEKTOM NEPCOHAIBHBIX JIAHHBIX 3a JEHCTBHS YKa3aHHOI'O JIMLA HECET
baHk.

JIuno, ocymecTBisioniee 00pabOTKy MEPCOHAIBHBIX JAaHHBIX MO0 NopydyeHuto banka, HeceT
OTBETCTBEHHOCTH Tiepes; bankom.

8.1.7. B ciiyuae oTka3za cyObeKTa NepCOHAIbHBIX JJAHHBIX MPEJIOCTaBUTh CBOM IEPCOHAIIbHBIE
JTAHHBIE, €CJIN MPEIOCTABICHNE MTEPCOHATBHBIX TAaHHBIX SBIISAETCS 0053aTENIbHBIM B COOTBETCTBHH C
@enepanbHbM 3akoHOM Ne 152, nuiio, OTBETCTBEHHOE 3a OOpabOTKY HEPCOHANbHBIX JIaHHBIX,
0053aHO Pa3bBACHUTH CYOBEKTY TEPCOHAIBHBIX IaHHBIX HOPUAWYECKHE TIIOCIEACTBUS OTKa3a
IPEJOCTABUTD €0 MEePCOHAIBHBIX JaHHBIX.

8.2. O0padoTKa 001IeIOCTYNHBIX U CEeNHATbHBIX KATErOPHii MePCOHATBHBIX JaHHBIX.

8.2.1. bank kak Onepatop mo 00paboTKe MEPCOHANBHBIX JaHHBIX OCYIIECTBISIET 00pabOTKY
CHEeNHANTBHBIX M OOIIEAOCTYIHBIX MEPCOHAIBHBIX JaHHBIX. BHOMETpHUYEeCKHe TepCOHABHBIC
naHHble bankoMm He oOpabaTbIBarOTCS.

8.2.2. ObpaboTKa crennaibHbIX KaTeropuil MepCOHANbHBIX JaHHBIX, KacaloOIIUXCs PacoBOil,
HallMOHAJIBHON MPUHAIIICKHOCTH, MOJUTUYECKUX B3IISJIOB, PEIUTMO3HBIX WIN (UI0coPCKUX
yOeXKIEHU, COCTOSIHUS 3A0POBbSI, HHTUMHOH JKU3HU HE JOMYCKAETCsI, 32 UCKITFOUEHHEM CITy4aes:

® CyOBEKT MEPCOHAIBHBIX JAHHBIX JIaJl COIJIacKe B MMCbMEHHOM (GopMe Ha 00pabOTKy CBOMX
NEPCOHANBHBIX JaHHBIX (PaBHO3HAUHBIM COJIEpKalleMy COOCTBEHHOPYYHYIO MOANUCH CYOBEKTa
NEPCOHANBHBIX JTaHHBIX COTJIACHIO B NMHCBMEHHOW (opme Ha OyMakHOM HOCHTENE MPH3HAETCS
coriacue B (hopMe JIEKTPOHHOTO JOKYMEHTA, ITOMUCAHHOT0 AIIEKTPOHHOM MOIHCHIO);

® [IEPCOHAJTIPHBIE JIaHHBIE OTHOCATCS K COCTOSIHHIO 3/I0pPOBBSI CyOBEKTa NEepPCOHAIBHBIX
JMAHHBIX M WX 00paboTka HEOOXOAWMa ISl 3aIIUTHI €r0 YKU3HH, 370POBbSl MM MHBIX JKH3HEHHO
B)XHBIX MHTEPECOB JINOO JKU3HU, 3/J0POBbS MJIM UHBIX )KMU3HEHHO Ba)KHBIX MHTEPECOB IPYTUX JIMILL,
¥ TIOJTy4€HHUE COTIIacus CyObeKTa IePCOHANBHBIX TaHHBIX HEBO3MOXKHO.

O06paboTka MEepCOHATBHBIX JAAHHBIX O CYIUMOCTH OCYIIECTBIATHCS baHkoM B ciydasx U B
MOpsIKE, KOTOpBIE OMpPENENSIIOTCS B COOTBETCTBUU C (elepanbHBIMU 3aKoHamMu Poccuiickoi
denepaunu

O0paboTka crienMaibHBIX KaTeTOPHA MEePCOHANBHBIX MaHHBIX Mpekpamiaercs bankoM, ecnn
yCTpaHEHBl MPUYUHBI U JOCTUTHYTHI I€JIU, BCIEACTBUE KOTOPHIX OCYIIECTBIsIACh UX 00paboTKa,
€CJIM NHOE HE YCTAHOBJICHO 3aKOHOAATENbCTBOM Poccuiickoit denepanuu.

8.2.3. O6paboTka 0011e10CTYIHBIX NEPCOHATBHBIX JAHHBIX OCYIIECTBISIETCS B ClIyyae:

e noy4YeHUs1 baHKOM OOIIEAOCTYITHBIX MMEPCOHATBHBIX AAHHBIX M3 OTKPHITHIX HCTOYHHKOB B
[ENsSX BBINOJTHEHUS MEp 10 CHIDKEHUIO PHUCKOB WM B IIENSX BBHIMOJHEHHUS TpeOOBaHUH
3akoHoarenbeTBa Poccuiickoit denepanuu;

® IMCbMEHHOIO NOJy4YeHus: baHKkoM cornacusi pabOTHHKA O MEPEBOIE EPCOHAIBHBIX TaHHBIX
pabOTHHKA B KATETOPHIO OOIIEIOCTYITHBIX.
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IIpu HeoOXoaMMOCTH pa3MelleHHs B IyOJIMYHBIX HMCTOYHUKaX baHKOM mepcoHalbHBIX
JTaHHBIX PaOOTHMKOB baHKa, OTHECEHHBIX C MHUCHMEHHOI'O COTJIACHS CYOBEKTa B KaTEropuio
OOIIEJOCTYIIHBIX, Pa3MELICHUE MEePCOHAIBHBIX JAHHBIX COIJIACYEeTCs MHUCBMEHHO € CYOBEKTOM
NEPCOHANBHBIX JIAaHHBIX, PYKOBOJAUTENIEM pabOTHHKA — CyOBEKTa NEPCOHANBHBIX JIAHHBIX,
paboTHUKOM YnpaBieHUs HHPOPMALMOHHOM Oe3omacHocTH. [Ipu corlacoBannu ykasbIBaeTcs:

® [IepEUEHb PA3MEIIAEMbIX [IEPCOHAIBHBIX JaHHBIX;

e pecypc, rae OyayT pa3MelieHbl 00IeJOCTYITHbIE IEPCOHATBHBIX JaHHBIX;

® CPOK, Ha KOTOPBI OyayT pa3MelleHbl 001IeI0CTYIHbIE IEPCOHANIbHBIC IaHHbIE,

e [IOPAZOK yJaleHus1 OOIIEOCTYIHBIX NEPCOHANbHBIX JaHHBIX B CIy4ae OT3bIBAa COINIACUs
CyObeKTa epCOHANBHBIX JaHHBIX HAa Pa3MELICHNUE €ro ePCOHATIbHBIX JaHHBIX.

Pasmemienne OOMIEAOCTYMHBIX MNEPCOHANBHBIX JAaHHBIX 0€3 TMHCbMEHHOTO COTJIacHs
CyOBEKTOB NEPCOHAIBHBIX JITAHHBIX HE JIOITYCKaeTCs.

8.2.4. OGpaboTka MEepCcOHATBHBIX NAHHBIX B IIETSAX MPOIBMKEHHUS ycIyr baHka Ha phIHKe
IyTEM OCYILIECTBIEHHS NPSAMBIX KOHTAKTOB C IIOTCHIUAIbHBIM MOTPEOUTENIEM C TOMOILBIO CPENICTB
CBSI3M OCYILECTBJISETCSI TOJBKO IMpPHU YCIOBUM HAJIW4YMs IMPEABAPUTEIBHOIO COrJlacusi CyOBbeKTa
HEPCOHAIBHBIX JIaHHBIX.

baHk HEMeUIEHHO MpeKpaIiaeT Mo TpeOoBaHUIO CyOBEKTa MEPCOHANBHBIX JTaHHBIX 00pabOTKy
€ro NMepcoHAIbHBIX JAaHHBIX B LEJIAX MPOABHKEHHS CBOMX YCIIYT Ha PHIHKE.

8.3. BHecenue n3MeHeHHii B 00padaTbiBaeMble NMePCOHATBHBIE TaHHBIE OCYIIECTBISIFOTCS
Ha OCHOBaHUM:

® [IPEIOCTABJIEHHOI0 CyOBEKTOM MEPCOHAIBHBIX JTAHHBIX 3asBJICHHS O BHECEHUU U3MEHEHUI
B IIPOU3BOJILHOM (hopme;

® Ha OCHOBAaHMM OPraHU3ALMOHHO — PACIOPSIUTENHHOIO JoKyMeHTa baHka mpu n3MeHeHun
HNEpCOHANBHBIX JAHHBIX pPa0OTHUKOB baHka B mopsake M CPOKH, YCTAaHOBJEHHBIE KaJpOBBIM
JIEJIONIPOU3BOJICTBOM;

® IMCbMEHHOTO PACHOPSKEHUsI HayallbHUKA YTIpaBlIeHHUs] KIMEHTCKOro OOCITyKMBaHUS (IpU
BBISIBIICHUHU (DAKTOB 00paOOTKHU OIIHOOYHBIX EPCOHANBHBIX JTAHHBIX).

BHecenne wu3MeHEHUN OCYIIECTBISETCS YHNOJHOMOYEHHBIM palboTHukoM banka. Ilpu
BHECEHUU H3MEHEHMH mepcoHanbHbIX JaHHBIX B MCIIJIH ocymiecTBisieTcss MpOTOKOIUPOBaHHE
JNEUCTBUH IO N3MEHEHHIO.

8.4. Ilepenauya nepcoHATbHBIX JAHHBIX.

8.4.1. Ilepemaua mepcoHATBHBIX TaHHBIX, 00pabaThIBaeMBIX 0€3 CPEACTB aBTOMATH3AIlHH,
MEXIY CTPYKTYpPHBIMH MojpasfefeHusMd baHka ocyliecTBisieTcss 1O  paclopsiKEHUIO
PYKOBOJUTENIEH COOTBETCTBYIOIIMX CTPYKTYPHBIX MOApa3jaeieHuil baHka B I1eNSX BBINOJIHEHUS
BO3JIO)KEHHBIX (DYHKI[MOHAJIBHBIX 00s13aHHOCTEH.

He nonyckaercst nepenaya nepcoHalbHbIX JaHHBIX paOoTHUKaMU baHka, He BKIIOUEHHBIMU B
nepeveHb JIULL, TOMYIEHHBIX K 00paboTKe MepCOHAIBHBIX JaHHBIX.

[Mopsimok mepenaun nepCcoHaIbHBIX TAaHHBIX MEXIY CTPYKTYPHBIMHU IOJpa3/ieicHussMu banka
periiaMeHTHpPOBaH BO BHYTPEHHMX HOPMATUBHBIX JIOKyMeHTax baHka 1o obOecredyeHuto
COXPaHHOCTH KOH(UICHITUATBEHON HH(GOPMAITIH.

VYyery mojaiexxar Kak OpUTHHabl JOKYMEHTOB, COJEPIKAIINX MEePCOHAIbHBIE JaHHBIE, TaK U
CO3JaHHbIE Ha HUX OCHOBe KomuHu. OTBETCTBEHHOCTh 3a COONIOICHHWE TMOpsAJKa Iepeaayn
NIEPCOHAIBHBIX JIAHHBIX HECET PYKOBOJMUTENH COOTBETCTBYIOLIETO CTPYKTYPHOIO IOJpa3feiICHUs
banka, ocymiecTBisIOIIEro nepeaady nepcoHalbHbIX JaHHbBIX.

8.4.2. Tlepenaua mepCcOHANBHBIX JAHHBIX TPETbUM JIMLAM OCYIIECTBISETCS NpPU HATUYUU
corimacus CcyObeKTa TMEpPCOHANbHBIX JIAHHBIX WJIM B COOTBETCTBUUM C TpeOOBaHUSAMU
3akoHosaTenbcTBa Poccuiickoit denepanu B MOpSIKE, PErjaMEHTUPOBAHHOM BO BHYTPEHHHX
HOPMAaTUBHBIX JIOKyMeHTax baHka 10 oOecreueHuI0 COXPaHHOCTH KOH(HAECHIUATbHON
uHpOpMaLIUH.

8.4.3. TpancrpannyHas nepeaayda MepcoOHATbHBIX TaHHBIX.

8.43.1. B cmyuae HeoOXOAMMOCTH OCYHIECTBICHHS TPAHCTPAHWYHON  mepenadu
NEpCOHANBHBIX JaHHBIX baHK, mepen coBeplieHneM Takoi nepenayu, 00s3aH yOeaAuTbCs B TOM, YTO
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MHOCTPaHHBIM TOCYJapCTBOM, Ha TEPPUTOPHIO KOTOPOTO OCYILECTBISIETCS Mepeaaya NepCoOHaTbHBIX
JAHHBIX, 0OecrieunBaeTcs afeKBaTHas 3amura npaB CyObeKTOB MEPCOHANBHBIX TaHHBIX.

8.4.3.2. TpancrpanuyHasi mepeaadya MEPCOHAIbHBIX JAHHBIX HAa TEPPUTOPUU HHOCTPAHHBIX
roCyJapcTB, HE 00ECIEeUNBAIONINX aJeKBATHON 3aIIUTHI MPaB CyObEKTOB MEPCOHAIBHBIX JaHHBIX,
MOJKET OCYILECTBISATHCS B CICAYIOMIUX CIydasK:

® HaAJMYMA COTJIACHs B MMCBbMEHHOM (popMe cyObeKTa mepCOHANbHBIX JaHHBIX;

® IIPEIYCMOTPEHHBIX 3aKOHOATeNbCTBOM Poccuiickoit denepanuu, eciii 3T0 He0OXOAUMO B
LEJSIX 3alIUThl OCHOB KOHCTUTYLIMOHHOTO cTposi Poccuiickoit deneparuu, obecrnieyeHUs: 000POHbI
CTpaHbl ¥ 0€30MaCHOCTH rOCY1apCTBa;

® HCIIOJIHEHUS I0rOBOPA, CTOPOHOM KOTOPOTO SIBISIETCS CYObEKT MePCOHATBHBIX JAHHBIX;

® 3aIIUTHI )KU3HH, 37J0POBbs, UHBIX KU3HEHHO BAXKHBIX MHTEPECOB CyOBEKTa MEPCOHATBHBIX
JMaHHBIX WM JAPYrUX JHI MPH HEBO3MOXXHOCTU TOJYYEHHS COrJIacusi B HHCbMEHHOH ¢dopme
CyOBEeKTa MePCOHATBHBIX JAHHBIX.

8.4.3.1. TpancrpanuyHas  mepefadya  MNEPCOHANBHBIX  JIAHHBIX  OCYIIECTBISETCS
ABTOMATHU3UPOBAHHBIM CIIOCOOOM C NPUMEHEHUEM MEp M0 3alllUTe MEPCOHAIbHBIX JAaHHBIX OT
HECAaHKIMOHUPOBAHHOTO  JIOCTyna  (KpunTorpauueckux  CpeacTB, CHUCTEM, TpPeOyrOIHX
UACHTU(DUKAIIMY U ayTeHTU(DUKALIIN).

9. CPOKHM OBPABOTKH U XPAHEHHW ITEPCOHAJIBHBIX JTAHHBIX, TOPAOK
X YHUYTOKEHUA ITPU JOCTUXKXEHNUU LHEJEU OBPABOTKH U ITPU
HACTYILTEHUM WHBIX 3AKOHHBIX OCHOBAHUI

9.1. Cpoxu 00paGoTKH MEPCOHATBHBIX TAHHBIX.

OO0paboTka TNEpCOHAIBHBIX MJAHHBIX NpPEKpalaercs IpH JOCTHKEHHUU Leleld Takou
00paboTKH, a TaKXkKe MO0 MCTEYCHHH CpPOKa, MPEIYCMOTPEHHOTO 3aKOHOIATEIhCTBOM Poccuiickoit
®denepanum, I0rOBOPOM, WM COIJIaCMeM CYObEKTa NMEepCOHANbHBIX JAHHBIX Ha OOpabOTKy €ero
NIEPCOHANBHBIX JaHHBIX, & TAK)KE BBISBJICHUE HETIPABOMEPHOU 00pabOTKH MEPCOHATBHBIX JaHHBIX.

ITpu oT3bIBE CYOBEKTOM MEPCOHATIBHBIX JAHHBIX COTJIACUS HAa 00pabOTKy €ro mepcoHaIbHbBIX
naHHbIXx OOpa0oTKa OCYIIECTBISETCS TOJBKO B Mpefenax, HEOOXOAUMBIX JUIsl HUCIOJHEHHS
3aKJIFOYEHHBIX C HUM JIOTOBOPOB M B IIEJISX, MPEJYCMOTPEHHBIX 3aKOHOJATENbCTBOM Poccuiickoit
denepanuu.

9.2. XpaHeHHe NePCOHATbHBIX JAHHBIX.

9.2.1. Tlpu ocymIecTBICHHH XpaHEHHS IEPCOHAIBHBIX JaHHBIX baHK ucCmonb3yeT 6a3bl
JaHHble, Haxojsmecs Ha Tepputopun Poccuiickoii ®dexnepaunu, B COOTBETCTBUM C YaCThIO 5
cratbu 18 denepanpHoro 3akoHa Ne 152-03.

9.2.2. XpaHeHME TMEpPCOHAIBHBIX JaHHBIX OCYIIECTBJIseTcs B (opMe, MO3BOJSIOIECH
OnpeAenuTh cyObeKTa MEePCOHANbHBIX JAaHHBIX, HE JOJbIIE, YEM 3TOro TPeOYIOT Lenu 00paboTKu
NEPCOHANBHBIX JIAaHHBIX, €CIM CPOK XpaHEHHs TMEePCOHAIBHBIX JAHHBIX HE YCTAHOBJICH
®denepanbHbIM 3aKk0HOM Ne 152-D3, moroBopom, CTOPOHOM KOTOPOTO, BEITOOIIPHOOpPETATEIEM HITH
HOPYYHUTENIEM IO KOTOPOMY SIBJISIETCS] CYOBEKT MePCOHANBHBIX TaHHBIX.

9.2.3. IlepcoHanbHbIE AaHHBIC, HEUCIIOIb3YEMbIE B OINEPAMOHHON AeATenbHOCTH baHka, n
1enb 00paboTKM KOTOPBIX HE JIOCTUTHYTA, MOTYT OBITh TEpeBe/leHbl Ha apXHWBHOE XpaHEHHUE C
COOJTIOJIEHNEM BCEX HEOOXOAMMBIX TpeOOBaHMH, MPEAYCMOTPEHHBIX DenepaabHbIM 3aKOHOM OT
22.10.2001 Ne125-®3 «O06 apxusHoM zene B Poccuiickoit denepauun»”, Ilonoxenuem Pocapxua
Ne 1, banka Poccum Ne 801-IT ot 12.07.2022 «O6 yrtBepxknaenun IlepeuHss HAOKYyMEHTOB,
00pa3yIoIMXCsl B TpoLEcCce AESITEeIbHOCTH KPEAUTHBIX OpraHMu3allui, ¢ yKa3aHHEM CpPOKOB HX
XpaHEHHsS» WU WHBIMH HOPMAaTHBHBIMHU aKTaMH B cpepe opraHM3aluy XpaHEHHUsS, KOMIUICKTOBAHHS,
ydeTa U UCIIOJIb30BaHHs apXUBHBIX JOKYMEHTOB.

ApXUBUpOBaHHE TOKYMEHTOB, COACP)KAIMX MEPCOHAIbHBIC JaHHBIE, OCYIIECTBISETCS B
ycTaHOBIIEHHOM B banke mnopsake. OOs3aTeIbHBIM YCIOBHEM apXUBUPOBAHMS IE€PCOHAIBHBIX
JAHHBIX SBJSIETCS 0OecreueHne UX KOH(DUICHIMAIBHOCTU U O€30MaCHOCTH.

9.2.4. Ilpu XpaHeHUH MTEPCOHANTBHBIX JaHHBIX baHK oOecrieunBaeT:
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® [IPOBEJICHNE MEPOIPHUATHI, HANpaBICHHBIX Ha MPEAOTBpAllleHHE HECAaHKIIMOHUPOBAHHOTO
JOCTyNa K NEPCOHAIBHBIM JaHHBIM U (WJIHM) Mepelay UX JHIaM, He UMEIOUIUM IpaBa JOCTymna K
TaKOH WH(pOpMAIHH;

® CBOEBpeMeHHOEe OOHapykeHue ()aKTOB HECAaHKLMOHUPOBAHHOTO JOCTYIA K MEPCOHATBHBIM
JTAaHHBIM;

® HEJIOMYIIIEHUE BO3ACMCTBUSI HAa TEXHUYECKHE CPEICTBA aBTOMATH3UPOBAHHOW 00pabOTKH
MEPCOHAIBHBIX JTaHHBIX WM Ha OyMakKHbIE JOKYMEHTBHI, B pe3yjbTaTe KOTOPOrO MOXKET ObITh
HapyIIEeHO UX (yHKINOHUPOBAHUE,

®BO3MOXHOCTh ~ HE3aMEJUIUTEIBHOTO  BOCCTAHOBIIEHUS  NEPCOHAIBHBIX  JaHHBIX,
MOJIM(PUIIMPOBAHHBIX WM YHHUUTOKEHHBIX BCJIEICTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;

® [IOCTOSIHHBIM KOHTPOJIb 32 00ecrieueHNeM YPOBHS 3alIUIIEHHOCTH MEPCOHATIBHBIX JaHHBIX.

9.3. IlopsA1I0K YHUYTOKEHHUSI NEPCOHATbHBIX JTAHHBIX.

9.3.1. Ilpu nocTmxeHUU 11e1eil 00padOTKH MEPCOHABHBIX JAaHHBIX, & TAKXKE B CTydae OT3bIBa
CyOBEKTOM MEPCOHATBHBIX JAaHHBIX COTJIACHS Ha MX 00pabOTKy MEepCOHAJIbHBIC TaHHBIE MOIJISKAT
VHUUTOXKEHUIO WU OOE3JMYMBAHUIO B CPOK, He mpeBblmarommii 30 (Tpuaunatv) AHEH C JaThl
JOCTIDKEHUST e 00paOOTKHM TMEepPCOHANBHBIX JAHHBIX WM C JAThl MOCTYIUICHWS YKa3aHHOTO
OT3bIBA, ECIIH:

® HHOE HE MPETyCMOTPEHO OTOBOPOM, CTOPOHOW KOTOPOTO, BBITOAONPUOOpETATENIEM WIIN
MOPYYHTEIEM IO KOTOPOMY SIBJISIETCSI CYOBbEKT EePCOHATIBHBIX JaHHBIX;

e baHk He BrpaBe OCYIIECTBIATH 00paboTKy 0e3 cornacusi CyObeKTa NepCOHAIBHBIX JaHHBIX
HAa OCHOBaHUSX, ImpenycMoTpeHHbiXx DenepanbHbiM 3akoHOM  Ne 152-dO3  wnu  uHBIMH
benepaibHBIMU 3aKOHAMU;

® IHOE HE MPEAYCMOTPEHO MHBIM COTJalleHueM Mexay baHkoM U cyObeKTOM MepcoHaIbHBIX
JAHHBIX.

9.3.2. B cimyuae obpamenust CyObekTa MmepcoHaIbHBIX AaHHBIX K baHKy ¢ TpeboBaHMEM O
npeKpaleHn o0paboTKU MepcoHadbHbIX baHk B cpok, He mpebimatrommid 10 (necartu) padoumnx
JTHEW C JaThl TOJXYYEHHUS COOTBETCTBYIOIIEro TpeOOBaHWs, MpEKpamaeT WX OoO0pabdoTKy WIH
oOecrieunBaeT MpeKpaileHue Takoi o0paboTku (ecnu Takas oOpabOTKa OCYIIECTBISIETCS JHUIIOM,
OCYIIECTBIISIIONIMM ~ 00paOOTKY  TNEpPCOHANBHBIX  JAHHBIX), 3a HUCKJIIOUYEHHEM  CIIydYaes,
IIPEyCMOTPEHHBIX IMyHKTaMu 2 - 11 gactu 1 crateu 6, yactero 2 crarbu 10 m yactero 2 crateu 11
OenepanbHOTO 3aK0HA Ne 152-D3. Yka3aHHBINM CPOK MOXKET OBITh MPOJJICH, HO HEe Oojiee YeM Ha 5
(mATh) pabounx AHeH B ciydae HampaBieHus bankom B aapec CyObekTa MepcOHATbHBIX JaHHBIX
MOTHBHUPOBAHHOTO YBEJIOMIICHUS C YKa3aHWEM IMPHYUH MPOJICHHS CpOKa MPEJOCTaBICHUS
3anpamuBaeMoil “H(popMaIu.

9.3.3. B mensx yHUYTOXKEHHS 0O0pabOTaHHBIX TMEPCOHAIBHBIX JAHHBIX MPHUKA30M
[Tpencenarens IIpaBnenus banka co3zgaercss KoMuccus.

YHUUTOXKEHHE OO0paOOTaHHBIX TEPCOHATBHBIX JAHHBIX IPOWU3BOAMUTCS KOMHUCCHEH C
COCTaBJICHHEM COOTBETCTBYIOIIETO akTa (0Opaser akta yka3aH B [Ipunoxennn Ne 2 k [Tonutuke).

9.3.4. CriocoOBl YHUYTOXKEHUS TIEPCOHATBHBIX JaHHBIX |

Buja HocuTenst NMEPCOHAIBHbIX Cnocoo YHUYUTOXKECHUSA
JAHHBIX

Kectkuit quck 1.Ctupanue ¢ MOMONIbIO CEPTUGUIMPOBAHHBIX MPOTPAMMHBEIX CPEJICTB
YHUYTOXXESHUS WHPOPMALIUN
2. Pa3bop HOCUTENS U GU3NIECKOE €0 YHIHUTOKEHUE

I'uOkuit MarHUTHBINA AUCK 1. MHOTOKpaTHAas epe3anich JaHHBIX
2. Pa3bop HocuTens W (PU3NYECKOE €ro YHHUYTOXKEHHE B IIpeaepe ¢
TOCJISAYIONIEH TEPMUIECKOM 00paOOTKOH (CKUTAHHEM )

®drenr-HoCUTEND 1.Crupanne ¢ MOMONIbIO CEPTUGUIMPOBAHHBIX MPOTPAMMHBEIX CPEJICTB
YHHYTOXKEHUS HH(DOpMAIHH
2. Pa3bop HocHTens U pU3HYecKoe ero YHHITOXKECHUE

CD u DVD-nucku 1. Tepmuueckast 00paboTKa (CHKUTAHHE)

Bymaxxublii HOcUTEb 1. YHuUTOXKEHHE HOCUTENS B ILIPEAEPe
2. Cxxuranue
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9.3.5. XpaneHne AKTOB YHHUTOXKCHHUSI TIEPCOHAIIBHBIX JAHHBIX OCYIIECTBIIICTCS B TCUCHUE 3-
X JIET C MOMEHTa YHUYTOXKEHUS TICPCOHAIBHBIX JaHHBIX, €CITU WHOE HE YCTAaHOBICHO
3aKoHoJaTenbLcTBOM Poccuiickoit denepanuu.

9.3.6. B ciryuae OTCYTCTBHS BO3MOKHOCTH YHUUYTOXKEHHSI IEPCOHAIBHBIX JAHHBIX B TCUYCHHE
CpPOKOB, yKa3zaHHbIX B 4.3-5.1 c1.21 ®enmepanpHoro 3akoHa Nel52-D3, bank ocymecTBiIseT
OJIOKMPOBAaHUE TAaKWX IEPCOHANBHBIX JAHHBIX WU obOecreynBaeT WX OJOKHpoOBaHHE (eciu
00paboTKa MEepCOHANBHBIX JAHHBIX OCYHIECTBISETCA JPYTUM JIMIIOM, JEHCTBYIOUIMM I10
nopyueHuto banka) u obecrieunBaeT YHUYTOXKCHUE ITEPCOHANBHBIX JIAHHBIX B CPOK HE Oosiee ueM 6
(1IecTr) MecsIIeB, €ClIM UHOU CPOK HE YCTaHOBIIEH (hefepaabHbIMU 3aKOHAMH.

9. YCTPAHEHUE HAPYIIEHUM, JOYIIEHHBIX ITIPU OBPABOTKE
IHEPCOHAJIBHBIX TAHHBIX

10.1. B cimydae BBISBICHUS HEIOCTOBEPHBIX MEPCOHAIBHBIX JAHHBIX WJIM HEMPABOMEPHBIX
neiictBuil ¢ HumMu banka mpu oOpallleHuu WK Mo 3anpocy CyObeKTa MepPCOHANbHBIX JTaHHBIX WM
€ro 3aKOHHOTO MPEJCTABUTENSA JIMOO YMOJHOMOUYEHHOTO OpraHa IO 3alliTe NpaB CYOBEKTOB
MEPCOHANBHBIX JaHHBIX, baHK 00s3aH OCYyIIEeCTBUTH OJIOKUPOBAHHWE MEPCOHAIBHBIX JTaHHBIX,
OTHOCSIIIUXCS K COOTBETCTBYIOLIEMY CYOBEKTYy MEPCOHAJIBHBIX JaHHBIX, C MOMEHTa TaKOI'o
oOpallleHus WK MOJIyYeHUS TaKOTo 3arpoca Ha Meproj] MPOBEPKHU.

10.2. B cinydae moaTrBepkaeHusi GakTta HEAOCTOBEPHOCTH NMEPCOHAIBHBIX NaHHBIX baHk Ha
OCHOBaHUU JIOKYMEHTOB, MPECTABIEHHBIX CYObEKTOM MEPCOHANBHBIX JAHHBIX UM €r0 3aKOHHBIM
npeCcTaBUTENIeM JTHOO YMOJHOMOUYEHHBIM OPraHOM IO 3aIlUTe MpaB CyOBEKTOB MEPCOHAIBHBIX
JAHHBIX, UM UHBIX HEOOXOIUMBIX TOKYMEHTOB O053aH YTOUHUTH MEPCOHAIBHBIE TAaHHBIE U CHSThH
uX OJIOKHpPOBAHHE.

10.3. B ciayuae BbISIBIICHHSI HEIIPAaBOMEPHBIX JECHCTBUI C MEPCOHAIBHBIMU JaHHBIMU baHK B
CPOK, HE TpeBBIMAIMKA 3 (Tpex) pabouux JHEH ¢ JaThl TAKOTO BBHISBICHUSA, 0053aH MPEKPATHUTh
HENPaBOMEPHYIO0 00pabOTKyY MEPCOHATBHBIX JAHHBIX. YCTPAHUTh JIOMYIIEHHBIE HAPYIICHUS.

B cnyuae ecnu obecnieunTh MpaBOMEPHOCTH 0OPAOOTKH MEPCOHATBHBIX TAHHBIX HEBO3MOXKHO,
bank B cpok, He npeBbimatonmii 10 (gecstu) pabounx AHEH ¢ JaThl BBIABICHUS HEMIPABOMEPHOM
00pabOTKM TEpPCOHANbHBIX JAHHBIX, O0S3aH YHUYTOXXUTh TAaKHE NEPCOHAIbHbIE JaHHbIE WIH
o0ecnevnTh UX YHUYTOXKECHHUE.

OO0 ycTpaHeHHHM TOMYIIEHHBIX HApYIICHUH WM 00 YHWYTOXKCHMH TMEPCOHAIBHBIX JaHHBIX
bank yBenomiisier cyObeKTa MEPCOHANBHBIX AaHHBIX WJIM €r0 3aKOHHOTO MPEICTaBUTENS, a B
cilydae, eciu oOpallleHHe WIX 3anpoc ObUIM HAIPaBJIEHbI YIIOJIHOMOYEHHBIM OPraHOM I10 3alluTe
paB CyObEKTOB MEPCOHANBHBIX JAaHHBIX - TAK)KE YKa3aHHBIA OpTaH.

10.3.1. B cnyuae ycraHoBieHHs (akTa HENPABOMEPHOW WM CIIy4allHOW Tmepenadu
(mpenocTaBieHUs], paCIpOCTPaHEHUs], JOCTYIAa) MEPCOHANBHBIX TAaHHBIX, MOBIEKIIEH HapylIeHUE
IpaB CyObEKTOB MEPCOHAIBHBIX JaHHBIX, baHK 005f3aH ¢ MOMEHTA BBISBJICHUS] TAKOTO MHIIMJIECHTA
bankoM, yMOJHOMOYEHHBIM OpPraHOM IO 3alUTE MPaB CYOBEKTOB MEPCOHANBHBIX JAHHBIX WA
MHBIM 3aUHTEPECOBAHHBIM JIMIIOM YBEJIOMUTH YIIOJIHOMOYEHHBIN OpraH o 3aliuTe npaB cyObeKTOB
MEPCOHAITBHBIX JTaHHBIX:

1) B Tewenue 24 (OBaAlaTH YETHIPEX) YACOB O MPOU3OMIEAIIEM HHIMJIEHTE, O
MpeJoyiaraéMbIX MPUYMHAX, MOBJICKIINX HapyIIeHHE MpaB CyOhEKTOB MEPCOHANBHBIX NaHHBIX, U
IpeJojiaraeMoOM BpeJle, HAHECEHHOM IpaBaM CYOBEKTOB NEPCOHAJbHBIX JAHHBIX, O MPUHSATHIX
Mepax IO YCTPAaHEHHUIO TOCJIEACTBUH COOTBETCTBYIOIIETO WHIIMACHTA, a TaKXKe€ MPEIOCTaBUTH
CBEJICHMSI O JIMIIE, YIOJHOMOYEHHOM baHKOM Ha B3auMOJIEHCTBUE C YIIOJIHOMOUYEHHBIM OPTaHOM I10
3allUTe TPaB CYOBEKTOB MEPCOHAIBHBIX JAHHBIX, MO BOMPOCAM, CBSI3aHHBIM C BBISIBJICHHBIM
WHITUJICHTOM;

2) B TeueHue 72 (ceMHUIECATH JBYX) YacoB O pe3yidbTaTaX BHYTPEHHETO paccCieqOoBaHUS
BBISIBJICHHOTO MHIMJICHTA, a TAaK)K€ MPEJOCTaBUTh CBEICHHUS O JIMIIAX, JAEUCTBUS KOTOPBIX CTalld
MPUYMHON BBISIBICHHOTO WHIIUACHTA (TIPY HAIUYHH).

10.4. BrisiBIeHHbIE HApyIICHHUs] TIPU 00pabOTKE MEPCOHATBHBIX JAHHBIX (PUKCUPYIOTCS Ha
OCHOBaHMHU O(hOpMIICHHS UHIIUCHTA NHPOPMALIMOHHOM O€30MMacHOCTH.
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10.5. PaborHukom baHka, OTBETCTBEHHBIM 3a YCTpaHEHWE BBHISBICHHBIX HAPYIICHHUH,
ABISIETCA PAOOTHUK, Ha3HAYCHHBIM OPraHW3allMOHHO — PACHOPSAUTENBHBIM JOKYMEHTOM JIHIIOM,
OTBETCTBEHHBIM 32 HH(POPMAIIMOHHYIO 0€30MaCHOCTb NMEPCOHATIBHBIX JTaHHBIX.

10.6. PabOOTHMKOM, OTBETCTBEHHBIM 3a KOHTPOJb YCTPAHEHHs BBISIBICHHBIX HapyLIECHUH,
ABIII€TCS pa0OTHUK, HA3HAYCHHBIH OTBETCTBEHHBIM JIMIIOM 32 OpraHMU3aluio 00paboTKH
NEPCOHAIbHBIX JaHHbIX.

10. HOPAAOK INPEJOCTABJIEHUA UHOOPMALIUN

11.1. Iopsaaok npeaocraBjieHUss UHPOPMAILUH MO 3aNPOCY YNOJHOMOYEHHOr0 OpraHa
110 3aIIMTe NPAB Cy0bEKTOB NEPCOHAIbHBIX IaHHBIX.

11.1.1. IloctynuBmMi OT YIOJHOMOYEHHOTO OpraHa 3ampoc peructpupyercs B banke B
COOTBETCTBUH C NOPSAKOM, YCTAaHOBIIEHHBIM JIOKyMEHT0000poTOM baHka.

11.1.2. ITocne peructpanuu 3anpoc HAPaBJISAETCsl HA PACCMOTPEHUE:!

epaboTHuky banka, HazHaueHHOMY OTBETCTBEHHBIM 3a OpraHU3alUI0 00pabOTKU
HEPCOHAIbHBIX JAHHBIX;

¢ pabotHuKy KOpuanyeckoro ynpapieHHS.

11.1.3.  OTBercTBEHHOE JIMLO 3a OpPraHu3aluil O00pabOTKM MEPCOHANBHBIX JaHHBIX
HOJrOTaBIMBACT OTBET Ha 3amnpoc B TeueHue 10 (necsatu) pabounx JHEH ¢ 1aThl MOJyYEHHs TaKOTO
3ampoca, coracoBelBaeT OTBeT ¢ lOpuanmyeckum ymnpasiieHUEM, YIPaBJIEHUEM KIMEHTCKOIO
oOciy)xuBaHusl (€caM  3ampoc  OTHOCUTCS K IEpCOHAJIbHBIM JaHHBIM KiueHTa banka),
CekperapuatoM (eciM 3ampoc OTHOCUTCS K II€PCOHAJIbHBIM JaHHBIM paboTHHKa banka),
pabOTHUKOM CIIy’KObl BHYTPEHHErO0 KOHTPOJS, MHBIMM pabOTHHKamMM baHka (B COOTBETCTBUHU C
pe3odtonreit pykoBoacTBa banka).

VYKa3zaHHBI CPOK MOXKET OBbITh MPOJIEH, HO He OoJjiee yeM Ha IATh pabouux JHEH B ciydae
HampasiieHuss baHkoM B ajpec yINOJIHOMOYEHHOTO OpraHa IO 3alluTe MpaB CyOBEKTOB
NEPCOHAIBHBIX JJAHHBIX MOTHBHPOBAHHOTIO YBEJOMJICHHS C yKa3aHHEM MPHYUH MPOJUICHUS CPOKa
IIPEJIOCTaBIIEHUS 3allpalliiBaeMoil HHPOpMaIiH.

11.1.4. OTBeTCTBEHHOE JMIIO 3a OpraHu3aluio OO0paOOTKH MEPCOHATBHBIX TaHHBIX MPU
MOJArOTOBKE OTBETa Ha 3alpoc YIHOJHOMOYEHHOIO OpraHa o00si3aH pPYKOBOJCTBOBAThCS
TpeboBaHUAMH 3aKoHOAaTenbcTBa Poccuiickoit denepanyn B o6nacT 00pabOTKU MEepPCOHATBHBIX
JTAHHBIX.

11.1.5. IoaroToBNEHHBIN, COTIACOBAHHBIN U MOAMUCAHHBIA PYKOBOJACTBOM baHka OTBET Ha
3arpoc HalpasIsieTCs YIIOJTHOMOYEHHOMY OpraHy.

11.2. Tlopsinok mpegoctaBjieHHsi MHpOPMALMHU MO 3ampocy cyObeKTa MepcoHaTbHBIX
JAAHHBIX.

11.1.1. bank 00s13aH COOOLIUTH CYOBEKTY MEPCOHATBHBIX JAHHBIX MM €r0 IMPeJICTABUTEINIO
uH(popMalrio 00 OCylIecTBIsIeMO UM 00pabOTKe MEPCOHATBHBIX JaHHBIX TAKOTO CYOBEKTa I10
3ampocy mocienHero B Tedenue 10 (mecstu) pabouux AHEH ¢ MOMeHTa oOpaiieHus 0o
MOJIyYeHUsl 3arpoca. YKa3aHHBIM CPOK MOXKET ObITh NpojaJieH, HO He Oosiee yeM Ha 5 (IIATh)
pabouux paHel B ciydae HampaslieHMss baHkoM B ajapec cyObekTa NEpPCOHAIBHBIX JaHHBIX
MOTHUBHPOBAaHHOTO YBEJAOMJIEHHMSI C YyKa3aHHEM TMPUYHH MPOJUICHUS CpOKa IMPeIoCTaBICHUS
3arpamuBaeMoil HH(GopMaIuy.

3anpoc TpeaocTaBisieTCs B IMPOU3BOJBHOM NUCHbMEHHOW (GopMe M JOKEH COJep’KaTh
CBeJIeHUs, yKa3aHHbIe B yacTu 3 ctatbu 14 denepanbHoro 3akoHa Ne 152-D3.

bank mnpenocraBnsieT CBeACHMs, yKa3aHHble B yacTu 7 craThu 14 denepalibHOTO 3aKOHA
Ne 152-@3, cyOBbeKTy MepcoHaTbHBIX JAHHBIX WIM €ro MPEeICTaBUTENI0 B TOW (Gopme, B KOTOpOH
HaIpaBJIeHbl COOTBETCTBYIOIIME oOparieHue 0o 3ampoc, €Ci MHOE HE YKa3aHO B OOpaIleHUH
WM 3aI1poce.

11.1.2. CyObeKT mnepcoHANIbHBIX JaHHBIX BIPaBe OOPATHTHCS TOBTOPHO B baHk wim
HalpaBUTh MIOBTOPHBIH 3apoC B LEJSAX MOTYyYSHUS CBEACHUHN, IPEAYCMOTPEHHBIX YacThl0 7 CTaTbU
14 ®denepansuoro 3akona Ne 152-d3, a takxke B IEmsIX O3HAKOMIICHHsSI ¢ 0OpabaThIBAaEMbIMHU
NEpCOHANBHBIMA JIAHHBIMH B Cllyyae, €Clli Takhe cBeieHuss Hu (wim) oOpabaThiBacMble
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NepPCOHAIbHBIE JTaHHBIE HE ObUIM MPEJOCTaBICHBI €My JJI O3HAKOMIIEHHS B IMOJHOM oOBeMe 1o
pe3yibTaTaM pPAacCMOTPEHHUs TEpPBOHAYAIBHOTO oOpamieHus. [loBTOpHBIA 3ampoc JOKEH
coJiep>kaTh 000CHOBAaHKE €r0 MOBTOPHOI'O HAPaBICHHUS.

11.1.3. Ceenecrust 00 oOpamieHUsIXx CyObEKTa IEepPCOHATBHBIX JaHHBIX (QHUKCHUPYIOTCS B
Kypuane yuera oOpamenuil rpaxaan (CyOBbEKTOB MEPCOHANBHBIX MJAaHHBIX) IO BOIPOCAM
00paboTKH NepCoOHaIbHBIX NaHHBIX 110 Gopme [Tpunoxenns Ne 3 k [TonuTrke).

11.1.4. O6paboTky obOpareHuii CyObEKTOB NMEPCOHATBHBIX JaHHBIX OCYIICCTBIISIET PAOOTHUK
banka, Ha3HaueHHBII OTBETCTBEHHBIM JIMIIOM 33 OpraHU3aIUi0 00pabOTKH MEPCOHAIBHBIX JaHHBIX.

11.1.5. OTBeTcTBEHHOE JIMIIO 3a OpraHM3aIyi0 O00pabOTKM TEPCOHAIBHBIX JIAHHBIX
paccMaTpuBaeT BO3MOXKHOCTh MPEIOCTABICHUS CYOBEKTY MEPCOHAIBHBIX JAaHHBIX WHPOPMAIUU O
HAJIMYUU TEPCOHATBHBIX JIaHHBIX, OTHOCSIIUXCS K COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHAIbHBIX
JJaHHBIX, O BO3MOXXHOCTM O3HAaKOMJICHMS C HUMHU Ha OCHOBAHMM 3aKOHOJaTenbcTBa Poccuiickoit
®denepannn, B TOM yrciie noioxenusmu dOenepanpHoro 3akona Ne 152-P3.

11.1.6.Ilo pe3ynpTatam paccMoTpeHHss oOpamienuss B Tedenue 10 paboumx el
OTBETCTBEHHOE JIMIIO 32 OPraHU3AIII0 00PaOOTKU NEPCOHANBHBIX JaHHbIX

e cooOmaer cyOBEKTYy NEPCOHAIBHBIX MaHHBIX WA €ro 3aKOHHOMY IIPEIICTABUTEIIO
WH(OPMAIIMIO 0 HAUIMYUHM NEPCOHAIBHBIX JaHHBIX, OTHOCSIIUXCS K COOTBETCTBYIOIMIEMY CYOBEKTY
MEPCOHANBHBIX JTAHHBIX, & TAK)KE MPEAOCTABISIET BO3MOXKHOCTh O3HAKOMJICHHS C MEPCOHATBHBIMU
JAaHHBIMU;

e 10O BHIHOCUT MOTHBUPOBAHHBIN OTKa3. B ciyuyae oTkaza B IpeqoCcTaBlIeHUU CBEACHUI O
HAJIMYUU TIEPCOHATBHBIX JAHHBIX B CPOK, He mpeBblmatomuil 10 pabounx nHel ¢ AaThl MOJIydYeHUs
3ampoca CyObeKTa IMMEePCOHATBHBIX JAHHBIX HJU CO JHS OOpameHus CcyOBheKTa MepCOHAIBHBIX
JMaHHBIX, JaTh B MHUChMEHHOW (OpME MOTHUBHUPOBAHHBI OTBET, COJEPKAIIMI CCBHUIKY Ha
nosiockeHue yactu 8 cratbu 14 @enepanproro 3akona Ne 152-D3 uimu uHOTO (heiepaibHOTO 3aKOHA
Poccuiickoii @enepaiuu, SBIMIONICECS OCHOBAHUEM JIJISl TAKOTO OTKa3a.

11.1.7. B03MOXXHOCTb O3HAaKOMJIEHHMSI C [E€PCOHAIbHBIMU JAHHBIMHU, OTHOCSIIUMUCS K
COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHANBHBIX TAHHBIX, TPEIOCTABIACTCS CYOBEKTY MEPCOHATBHBIX
JAHHBIX (€ro MpeICTaBUTEIN0) 0€3BO3ME3IHO.

11.1.8. B cpok, He mnpeBbimaromuid 7 (ceMu) pabouumx AHEH CO JHS MPEIOCTABICHHS
CyOBEKTOM IMEePCOHATBHBIX JIAHHBIX:

® CBEICHMI, TMOATBEPKAAOIINX, YTO TEPCOHANBHBIC JAHHBIC SBJISIOTCS HETOIHBIMH,
HETOYHBIMU WJIM HEAKTyallbHBIMH, - baHk 00s13aH BHECTH B HUX HEOOXOAMMbIE U3MEHEHHS,

® CBCJCHHI, TIOATBEPKIAIONINX, YTO TIEPCOHAIBHBIC JaHHBIC SBIISIOTCS HE3aKOHHO
MOJTyYEHHBIMU WJIM HE SBISIOTCS HEOOXOIUMBIMHU /TSl 3asIBICHHOM 11enn 00paboTku, - bank o0s3an
YHHUYTOXXUTH TaKHE NIEPCOHAIILHBIC JTAHHBIC.

11.1.9. O BHeceHHBIX U3MEHEHHUSAX U MpPEeINpUHATHIX Mepax baHk yBemomisieT cyObeKTa
MEPCOHAIBHBIX JIAHHBIX WJIH €ro 3aKOHHOTO TMPEJCTABUTENS] M TPEThUX JIUI, KOTOPBIM
MEPCOHABHBIE TaHHBIE ATOTO CYObEKTa OBLIHN MEepPEIaHbI.

11.3. Mopsaok npeaocTaBiaeHusi HHGOPMAIUH MO 3aMPOCY NPABOMOYHBIX JIMII.

B cnydae ecnu 3ampolieHHbIE aKIIMOHEPOM U JIMIIAMH, PEATH3YIOIIMM IpaBa Mo aKIHsIM, a
TakKe WX TPEJACTaBUTENsAM (Jajlee — TPABOMOYHBIC JIMIA) JOKYMEHThI baHka cojaepkar
MEepPCOHANbHBIE JaHHBIE W OTCYTCTBYET CcOrJlacue CyOBbeKTa TIEepPCOHANIbHBIX aHHBIX Ha WX
MPEIOCTAaBIICHUE TPEThUM JiniaM, baHk 00s3aH MIPEI0OCTABUTh TIPABOMOYHOMY JIUITY 3aIPOIICHHBIE
JTOKyMeHThl baHka, CKpBIB B HUX COOTBETCTBYIOIIHME MEPCOHATbHBIC TaHHBIE 33 UCKIIOYCHHEM
(dbamMuIHHA, UMEHHU B OTYECTBA CYOhEKTa MIEPCOHABHBIX JaHHBIX.

12. PEAJIM3YEMBIE BAHKOM TPEBOBAHMUS K 3ALIUTE NEPCOHAJIBHBIX
JAHHBIX

12.1. bank mpuUHUMAET TPaBOBBIC, OPTaHW3AIMOHHBIE W TEXHUYECKHE MeEphl (WU
06CCHCLII/IB3.GT ux HpI/IHSITI/Ie), HGO6XO,Z[I/IMBIG U AO0CTAaTOYHBIC HdJIA OGGCHG‘IGHI/I}I HUCIIOJTHCHUA
o0si3aHHOCTEH, TIpeaycMOTpeHHbIX DenepanbHpiM  3aKkOoHOM Ne 152-®d3 u  mnpuHATEIMEH B
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COOTBETCTBUHU C HUM HOPMATUBHBIMU NPABOBBIMU aKTaMH, AJIsl 3aIIUTHI IEPCOHATBHBIX JAHHBIX OT
HENPABOMEPHOTO WJIM CIYYaiflHOTO JOCTYNa K HHUM, YHHUYTOXKEHUS, M3MCHCHHS, OJIOKHPOBAHUS,
KOIUPOBAHUS, IPEIOCTABICHUSA, PACHPOCTPAHEHUS IEPCOHAIBHBIX JAHHBIX, a TAaKKe OT HHBIX
HENIPABOMEPHBIX JICHCTBUI B OTHOIIICHUHU NIEPCOHAILHBIX JAHHBIX.

12.2. CocraB ykazanubix B nmyHkTe 12.1. [TomuTuku Mep, BKIIIOYas UX COJIEPKAHUE W BBIOOD
CPEICTB 3allWThl TMEPCOHANBHBIX JAHHBIX, OIPEACNSAETCS BO BHYTPEHHUX HOPMATHUBHBIX
nokymenTax banka ucxons u3 TpeboBaHuii:

e OenepanbHOro 3akoHa Ne 152-03;

ernaBsl 14 TpynoBoro koaekca Poccuiickoit @enepannu;

e [locranoBnenus IIpaBurensctBa Poccuiickoit @enepanmu ot 01.11.2012 Ne 1119 «OO6
YTBEpXKACHUM TpeOOBaHUI K 3allUTe NEPCOHAIBHBIX JaHHBIX MpH HUX 00paboTke B
WH(OPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTaHHBIX,

e [Ipukaza ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepknennn CoctaBa M COACPKaHUS
OpPraHHU3AI[MOHHBIX U TEXHUYECKHUX MEp MO O0ECHeueHUI0 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX
npu X 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX JTAHHBIX);

e [locranoBnenus IlpaBurensctBa Poccuiickoit ®enepamuu ot 15.09.2008 Ne 687 «O6
yrBepxkaeHun [lonoxenus 06 0coOeHHOCTSIX 00pabOTKU MEPCOHANBHBIX TAHHBIX, OCYIIECTBISIEMON
0€3 UCIOTb30BaHUS CPECTB ABTOMATH3AIHH,

® UHBIX HOPMATHUBHBIX MPaBOBBIX akTOB Poccuiickoit denepaununu 06 oOpaboTke U 3alIUTe
MEPCOHAIBHBIX JaHHBIX.

12.3. B npeayCMOTPEHHBIX 3aKOHO/IATEIILCTBOM CITydasix 00padOTKa MepCOHAIbHBIX JAHHBIX
ocymiectBisieTcs: bankom ¢ cornacusi CyObeKTOB MepCOHANbHBIX TaHHBIX.

baHkOM  TIPOM3BOAWMTCS YCTPAHCHHWE  BBISABJICHHBIX  HAPYIICHUH  3aKOHOAATEIHCTBA
Poccuiickoii @eneparuu 06 06paboTKe U 3alIUTE MEPCOHATBHBIX JaHHBIX.

12.4. XpaHeHue TEPCOHATBHBIX JAHHBIX OCYIICCTBIIICTCS B (QopMe, IO3BOJSIONICH
onpeaenuTs CyObeKkTa NEpCOHANBHBIX JaHHBIX, HE JOJBIIE YeM STOro TpeOYIoT menu oO0pabdoTKu
MIEPCOHAIBHBIX JAHHBIX, €CITM CPOK XpaHCHHs He ycTaHOBIIeH DenepanbHbM 3akoHOM Ne 152-D3,
JIOTOBOPOM, CTOPOHOM KOTOPOTO, BBITOJONPUOOpETAaTENeM WIH TOPYYUTENIEeM [0 KOTOPOMY
sBisieTcsi CyObeKT MEPCOHABHBIX JTAHHBIX.

12.5. bankoM ocymiecTBiusiercs o3HakomieHue PaboTtHukoB baHka, HemocpencTBEHHO
OCYIIECTBIISIIONIMX O00pa0OTKY TEepCOHANBHBIX JaHHBIX, C TIOJOXECHUSMH 3aKOHOAATEIbCTBA
Poccuiickoii denepanun O MEpPCOHANBHBIX JAAaHHBIX, B TOM 4YHCIe TpeOOBAaHUSMHU K 3allHTe
MEPCOHAIBHBIX JTAaHHBIX, [I0OJUTHKOI ¥ MHBIMUA BHYTPEHHUMH HOPMATHBHBIMH JOKYMEHTaMu banka
Mo BOMpocaM 00pabOTKH TEPCOHATBHBIX NaHHBIX, M (UIU) OOydeHHe yKa3aHHBIX PaOOTHHKOB
banka o Bonpocam 00pabOTKH U 3alIUThI MEPCOHATBHBIX JaHHBIX.

12.6. Tlpu oOpaboTKe MEepCOHANBHBIX TaHHBIX C HUCIOJB30BAHMEM CPENICTB aBTOMATHU3AINH
baHKOM, B 4aCTHOCTH, TPUMEHSFOTCS CIICTYIONINE MEPBI:

1) HazHagaetrcs OTBETCTBEHHBIN 32 OpraHU3aIi0 00pabOTKU MEePCOHANBHBIX TaHHBIX;

2) ytBepxknatorcs (M3Jar0TCsl) BHYTpEHHHE HOpMaTHBHBIE JOKYMeHTHhl baHka mo Bompocam
00paboOTKM U 3alIUTHl TEPCOHANBHBIX JTaHHBIX, OMpPENCNAIoNINe AN KaKIoW uenu oOpaboTku
MEPCOHAIBHBIX JaHHBIX KaTerOpMd W TepevYeHb 00padaThIBaEMBIX TEPCOHAIBHBIX JTAHHBIX,
KaTeropuu CyOBEKTOB, MEPCOHATbHBIE JNAHHBIE KOTOPBIX 00pabaTHIBAIOTCS, CIIOCOOBI, CPOKH HX
00pabOTKM W XPaHEHUS, MOPSJIOK YHHUTOKEHUS IMePCOHATBHBIX JAHHBIX MPHU JOCTHKCHHUH IIeNeH
uX 00pabOTKY WU TPU HACTYIUICHUI MHBIX 3aKOHHBIX OCHOBAHUM, B TOM YHCJI€ YCTaHABIIMBAOIINE
MPOIEAYPHI, HampaBlIeHHbIC HA TPEIOTBPANICHUEC W BBIABICHHUE HAPYIICHUN 3aKOHOIATEIhCTBA
Poccuiickoit denepanuu, ycTpaHeHUE MTOCIEACTBUN TAKUX HAPYLICHUN;

3) MPUMEHSIOTCS MPaBOBbIe, OPraHU3AIMOHHBIE M TEXHUYECKHE MEPHI MO OOCCIIEYECHUIO
0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX B COOTBETCTBHH CO cTaTthell 19 denmepanbHOro 3akoHa
Ne 152-@3;

4) OCYIIECTBISICTCS BHYTPCHHUW KOHTPOJb W (WIM) aydUuT COOTBETCTBHSI 00pabOTKU
MePCOHANIbHBIX JaHHBIX DenepanbHOMy 3aKoHY Ne 152-D3 u MpUHATHIM B COOTBETCTBUM C HUM
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HOPMAaTUBHBIM MPABOBBIM aKTaM, TPEOOBAHUSAM K 3alUTE MEPCOHANBHBIX NaHHBIX, [lonuTuke u
BHYTPEHHUM HOPMAaTHUBHBIM JIOKyMeHTaM baHka;

5) MPOBOAMTCA OIICHKA BPEJa, B COOTBETCTBUH C TPeOOBaHUAMH, YCTaHOBICHHBIMU [Iprkazom
Pockomuamzopa ot 27.10.2022 Ne 178 «O06 yTBepKaAeHUU TpeOOBaHMH K OIICHKE Bpena, KOTOPBIN
MOJKET OBITh MPUYMHEH CYyOBbEKTaM IMEpPCOHANbHBIX JAHHBIX B ciy4yae HapyuieHus denepanbHOTo
3akoHa «O MepCOHANBHBIX JAHHBIX»», KOTOPBIA MOXeT ObITh puunHeH CyObeKTaM MmepcoHaIbHBIX
JMaHHBIX B ciiydyae Hapyumenus dDenepanbHoro 3akoHa Ne 152-@3, ompexpensieTcsi COOTHOUICHHE
yKa3aHHOTO BpeJa M NMPUHUMAaeMbIX BaHKOM Mep, HampaBJIEHHBIX Ha OOecreueHHe HCIOJHEHHUS
o0s13aHHOCTEH, TperycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

6) o3HakoMJIeHHE pPAaOOTHUKOB baHKa, HEMOCPEICTBEHHO OCYIIECTBISIIOMMNX 0OpaboTKy
NEPCOHAIBHBIX JAaHHBIX, C TOJIOKEHUAMU 3aKoHojarenbcTBa Poccuiickoit ®expepamuu o
NEPCOHANBHBIX JAaHHBIX, B TOM 4YHCIE TpPEOOBAaHMSIMU K 3alllUTE TEPCOHAIBHBIX TaHHBIX,
JOKYMEHTaMH, OIpPEIesIONMMHI TOJIUTUKY baHka B OTHOIIEHHH OOpabOTKM MepCOHATBHBIX
JAHHBIX, BHYTPEHHUMH HOPMAaTHBHBIMH JIOKyMeHTamMu baHka 1o BompocaM 00paboTKH
MEPCOHANBHBIX JaHHBIX, U (MJIK) 00ydeHHe YKa3aHHbIX PaOOTHUKOB.

12.7. Obecnieuenne 0€30MaCHOCTH TEPCOHAIBHBIX JTaHHBIX B baHke mpu mx oOpaboTke B
NCIIIH nocturaercs myTem:

1) onpeneneHus yrpo3 6€30MacCHOCTH MEPCOHATBHBIX JaHHBIX MU ux o0padorke B UCII/IH.
Tun axTyanbHBIX YIpo3 OE30MacHOCTH TNEPCOHANBHBIX JaHHBIX M HEOOXOIWMBIM YpOBEHb
3alIUIIEHHOCTH TIEPCOHANBHBIX JaHHBIX ONPEACISAIOTCS B COOTBETCTBHHM C TpPEOOBaHHAMHU
3akoHozaTenbcTBa Poccuiickoit denepannu U ¢ y4eToM IpOBEACHHsSI OLEHKA BO3MOXKHOTO Bpea;

2) TPUMEHEHHUs OPraHU3AIMOHHBIX M TEXHHYECKHX Mep MO oOecrnedeHHro 0e30macHOCTH
MePCOHANBHBIX JaHHBIX pu uXx 006padotke B UCII/IH, He0OX0AUMBIX I BHIIOTHEHUS TPeOOBaHUN
K 3alIiTe TEepPCOHANBHBIX JaHHBIX, OOECICYMBAIOIINX OIPEACICHHBIC YPOBHU 3alIMIICHHOCTH
MEPCOHANBHBIX JAaHHBIX, BKJIIOYas MPUMEHEHHE CPEACTB 3alIUThl HH(POPMAIMH, MPOIIEIIIHX
NpOIeypy OLEHKHM COOTBETCTBHSA, KOT/IAa TPUMEHEHHE TaKhWX CpPeACTB HEOOXOIUMO s
HEeHTpalu3aum akTyaJbHBIX YTpo3.

3) npuMeHeHHs MPOIISAIIAX B YCTAHOBJICHHOM TMOPSJKE MPOIEIYpP OICHKH COOTBETCTBHS
CPEZCTB 3alUThl HH(OPMALINH;

4) oueHkd A(PPEKTUBHOCTH TPUHUMAEMBIX MeEp IO O0OECHEeUeHHI0 0e30MacHOCTH
NEepCOHAIBHBIX JAHHBIX J10 BBOAA B 3kcmuryaranuio MCII/IH;

5) ydera MallTMHHBIX HOCUTENEH MepCOHATBHBIX JaHHBIX;

6) oOHapykeHHs (aKTOB HECAHKIMOHUPOBAHHOIO JOCTyNa K MEPCOHAJIbHBIM JAHHBIM U
NPUHATHEM MEp, B TOM YHCIE€ Mep IO OOHAPYXKEHHIO, TPEIyNPESKICHUI0O W JHKBUIAUU
nocieacTBuii  komnbroTepHbix aTak Ha MCIIJIH um mo pearupoBaHMIO Ha KOMIIbIOTEPHBIE
WHITU/ICHTHI B HUX;

7) BOCCTAHOBJIEHHMSI TEPCOHAJIBHBIX JAHHBIX, MOJM(UIMPOBAHHBIX MM YHHUYTOXKEHHBIX
BCJICJICTBHE HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM;

8) yCTaHOBIJIEHUS MPABUII JOCTYIIA K IEPCOHATIBHBIM JaHHBIM, 0OpabarsiBaeMbiM B MICIT/IH, a
TaKkXKe OOECIIEYCHHUs] PETUCTpPAIlMM M ydeTa BCeX [EHCTBHI, COBEPIIAEMBIX C TEPCOHATBHBIMU
nmaaabiMu B UCITH;

9) KOHTpOJISA 3a NMPUHHUMACMBIMH MEpaMH 110 OOECIICYCHHIO O€30MacHOCTH IEePCOHATBHBIX
JaHHBIX, ypoBHs 3amuinennoctu UCIIIH.

12.8. OOecriedeHne 3amUTHl TEPCOHATBHBIX MaHHBIX B baHke mnpu wuXx o00paboTke,
OCYILECTBIIsIEMON 06€3 UCIOIBb30BaHUS CPEICTB ABTOMATH3AIMH, JOCTUTAeTCsl, B YACTHOCTH, ITyTEM:

1) 0o0ocobiieHns epcoOHaNbHBIX JaHHBIX OT MHON MHGOpMaIuy;

2) HenomyuieHUs (UKCAlMM HA OJHOM MaTepHaIbHOM HOCHTEJE IMEPCOHAIbHBIX JAHHBIX,
eI 00pabOTKH KOTOPBIX 3aBEOMO HE COBMECTHUMEBI;

3) ucnonb30BaHUS OTAEIbHBIX MaTEePUATbHBIX HOCUTENEH 111 00pabOTKM KaXKIO0H KaTeropuu
MEPCOHAIBHBIX JaHHBIX;

4) npuHATHS Mep MO OOECIEYEHHIO Pa3/elbHON 00pabOTKH MEPCOHATBHBIX TaHHBIX MPU
HECOBMECTUMOCTH IieJieli 00pabOTKM MEepCOHANbHBIX JaHHBIX, 3a(UKCHPOBAaHHBIX Ha OJHOM
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MaTepHaIbHOM HOCHUTEJE, €CJIU MaTepUaJIbHBIM HOCUTENb HE MO3BOJISIET OCYLIECTBIATh 00pabOTKY
NEPCOHANBHBIX JAaHHBIX OTIENBHO OT JPYruX 3a(UKCHPOBAHHBIX HA TOM JKE€ HOCHUTEIE
HEPCOHAIbHBIX JaHHBIX;

5) cobmoienust TpeOOBaHUMA:

®K pa3fenbHOM 00paboTke 3aUKCHPOBAHHBIX HA OJHOM MAaTE€pUAIbHOM HOCUTEIE
NEPCOHAIBHBIX JAHHBIX U HHPOPMALIUU, HE OTHOCALIEHCS K NEPCOHAIbHBIM JIaHHbIM,

® YTOYHEHUIO TIEPCOHAIIBHBIX JAHHBIX;

® YHUYTO)KEHUIO WM 00E3IMYMBAHUIO YACTH MEPCOHAIBHBIX IaHHbIX;

® ICTIIOJIb30BAHUIO THUIOBBIX (OPM JIOKYMEHTOB, Xapakrep HH(POpMAIMM B KOTOPBIX
IPENOoIaraeTcsl Wi J0IyCKaeTcs BKIOYEHUE B HUX NEPCOHANIBHBIX JaHHBIX;

® BEJICHUIO JKYpHAJIOB, COJAEP)KAIIMX MEPCOHAJbHBIC JaHHbIC, HEOOXOIMUMBIX ISl BbIIAYU
OJTHOKpATHBIX NponycKkoB CyObeKTaM NEepCOHANbHBIX JAAHHBIX B 3aHMMaeMble baHKOM 31aHUS U
HOMEIIEHUS;

® XPAaHEHHUIO MEPCOHANbHBIX JaHHBIX, B TOM YHCJIE K OOECIEUEHHUIO pa3/ielbHOIO0 XpaHEHUS
NEPCOHANBHBIX JAHHBIX (MaTepUAIBHBIX HOCHTENEH), 00paboTKa KOTOPBIX OCYIIECTBIISIETCS B
pa3IMYHBIX LESIX, U YCTAHOBJICHUIO MEPEYHs JIUL, OCYLIECTBISAIOMNX 00pabOTKY MEepCOHATIbHBIX
JAHHBIX JIN0O MMEIOIUX K HUM JJOCTYII.

13. JOCTYII K OBPABATBIBAEMBIM BAHKOM IIEPCOHAJIBHBIM JJAHHBIM

13.1. Joctynm k oOpabarpiBaeMbIM B baHke NepCOHaIbHBIM JaHHBIM HUMEIOT PaOOTHUKHU
banka, yHnoOJHOMOUYEHHBIE OPraHU3ALMOHHO-PACHOPSAUTENBHBIM JOKYMEHTOM baHka, inuna,
KOTOpbIM baHk mopy4ymsio oOpaboTKy MEepCOHANBHBIX JAaHHBIX HAa OCHOBAaHHH 3aKIIOUYEHHOTO
JIOrOBOPA, a TaKXKe JIMLA, YbH II€PCOHANIbHBIE IaHHbIE MOAJIEKAT 00paboTKe.

13.2. B memax pa3rpaHHYeHHss JOCTyma K 0OpabOTKEe TEepPCOHAIBHBIX JaHHBIX
OpPraHU3allMOHHO — PACHOPSAMTENbHBIM JIOKyMEHTOM baHka ycTaHaBiIMBaeTcsl IepeueHb
CTPYKTYPHBIX MOJApa3/ieleHnid U paboTHUKOB baHka, nomymieHHBIX K 00pabOTKe NEepCOHAIbHBIX
JTAHHBIX, C YKa3aHHUEM NEepCOHANbHBIX JaHHBIX, JOCTYI K KOTOPBIM pa3pelleH B LENAX BBITOJTHEHHS
(GyHKIIMOHAIBHBIX 0053aHHOCTEH.

13.3. Joctyn PabGorHukoB banka Kk o0pa0OaTbiBaéMbIM IEPCOHAIBHBIM JITAHHBIM
OCYIIECTBIISIETCSI B COOTBETCTBUU C MX JODKHOCTHBIMH OOS3aHHOCTSIMM M TpeOOBaHUSMU
BHYTPEHHUX HOPMATHUBHBIX JTOKyMeHTOB baHka.

Jonymennple k 00paboTke mepcoHaNbHBIX JaHHBIX PaOotHuku baHka mnox pocnuchk
3HAKOMSTCSI ¢ BHYTPEHHUMH HOPMAaTUBHBIMHU JOKyMeHTaMM baHKa, ycTaHaBJIMBAIOUIMMHU MOPSA0K
00pabOTKM TMEepCOHANbHBIX JAaHHBIX, BKJIIOYas JOKYMEHTHI, YCTaHABJIMBAIOIIKME IpaBa U
00513aHHOCTH KOHKpEeTHbIX PaboTHHKOB baHka.

13.4. Tlopsnok nmocryma CyObeKkTa MEPCOHATBHBIX JAHHBIX K €r0 MEPCOHAIBHBIM JIAHHBIM,
oOpabarbiBaeMbIM baHKOM, ompenensercss B COOTBETCTBHM C 3aKOHOAATENbCTBOM Poccuiickoit
®denepanuy 1 BHyTPEHHUMH HOPMaTHBHBIMH JOKYMEHTaMU baHka.

14. KOHOUJAEHIUAJIBHOCTDb NEPCOHAJIBHBIX IAHHBIX

14.1. TlepcoHanpHBIC JaHHBIE OTHOCSTCSA K CBEACHHSAM KOH(MHICHIIMAIBLHOTO XapaKTepa U
OXpaHSIOTCS B COOTBETCTBUM C BHYTPEHHMM HOpPMAaTHBHBIM JIOKyMEHTOM baHka mno 3ammure
CBEJICHUI KOH(UIEHIIMAIBHOTO XapaKTepa.

14.2. Pexum KOHOHUIESHIIMATLHOCTH B OTHOILIEHHH EPCOHATIBHBIX JAHHBIX CHUMAETCS:

® B Cllydae Ux 00€3TMUNBAHUS;

® B JIPYTUX ClIy4asx, IPEeAyCMOTPEHHBIX 3aKOHOIaTENbCTBOM Poccuiickoit Penepannu.

14.3. PabGorHuku baHka, wMeromye AOCTYN K TEPCOHANBHBIM JaHHBIM, B TOM YHCIE
OCYILECTBIISIIONINE MX 00pabOTKy, 00s3aHBI XpaHUTh OAHKOBCKYI0O M KOMMEPUYECKYIO TailHy B
COOTBETCTBUU C 3akoHOAAaTeNbCTBOM Poccuiickoii denepaniiu U BHYTPEHHUMH JOKYMEHTAMU
banka, a Taxxe:
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Honumuxa ¢ omnowenuu obpabomxu nepconanvhvix danuvix 8 AO Kb « KOCMOCy

e HE pasrjamniaTh MEPCOHAbHBIC JAaHHBIE TPETHUM JIMIIAM, HE UMEIONIUM B YCTAaHOBJICHHOM
MOPsIZIKE TIpaBa JOCTyIa K MePCOHAIbHBIM JaHHBIM, 00pabdaTeiBaeMbIM B baHke;

e He nepeaaBaTh U HE PACKPHIBATH TPETHUM JIMIIAM CBEJICHUS O IEPCOHAIBHBIX JIaHHBIX;

e B CiIyyac IIOIBITKH TPETBUX  JIMI  TOJYYUTh KOH(HICHIMAIbHBIC CBEICHHS
HEMEJJICHHO COOOIIUTh 00 MHIIMICHTE YIIOJJHOMOYCHHOMY paOOTHUKY baHka;

® HE KCIOJIb30BATh CBEJICHUS O IEPCOHANIBHBIX IAHHBIX C LIEJIbIO MOTYUYEHHUS BHITOJIBI.

15. OTBETCTBEHHOCTbD 3A HAPYIIEHUE HOPM, PET'YJIUPYIOIIUX
OBPABOTKY HEPCOHAJIBHBIX JTAHHbIX

PaGotnuku banka, umeronue JO0CTyN K MEPCOHAIBHBIM IaHHBIM U BUHOBHBIC B HapYLICHUU
TpeboBaHuil 3akoHOAaTeNbcTBa Poccuiickoit deneparuu, [TomUTHKYN M BHYTPEHHUX HOPMATUBHBIX
JOKYMEHTOB baHKka, perymupyromux oO0paboTKy, 3alIMTy IEepCOHANbHBIX HaHHBIX, HECYT
JUCUUITIMHAPHYIO, aIMUHUCTPATUBHYIO, TPAXAaHCKO-TIPABOBYIO MJIM YTOJIOBHYIO OTBETCTBEHHOCTh
B COOTBETCTBUU C 3aKOHOJATENBCTBOM Poccuiickoit Penepannu.

16. BAK/IIOYUTEJIBHBIE ITIOJIOKEHUSA

16.1. [NomuTHKa MOUIEKUT pa3MeIeHHIO Ha oduimansHoM caiite banka B cetn IHTEpHET.

16.2. Tlonutuka mnpUMEHSETCS COBMECTHO C JPYTMMU BHYTPEHHUMH HOPMATHBHBIMU
JOKyMeHTaMu baHka, peryiaupyroummu o0paboTKy, 3allUTy MEPCOHAJIbHBIX JAHHBIX U 3alIUTY
nH(pOpPMaIMOHHOM 0€30MMacHOCTH.

16.3. Bompocel, HEe yperynmupoBanHble B llomuTuke, pemalTcs B COOTBETCTBHU C
3akoHonarenbcTBOM  Poccuiickoit  ®enepanuu, HopMatuBHbIMM —akTtamMu banka Poccun,
PETYIUPYIOIUMH  00pabOTKy, 3alIUTy IEPCOHAIBHBIX JAHHBIX W 3alIUTy WHGOPMAIMOHHOM
0€30IMacHOCTH.

16.4. TlonmuTuka BCTymaeT B JEWCTBHE C MOMEHTA €r0 YTBEPXKICHUS YIOTHOMOYEHHBIM
opraHoMm ympaBieHusi banka nubo c JaThl, yKa3aHHOH B COOTBETCTBYIOLIEM DELICHHHM OpraHa
yrpasieHus baHka.

16.5. B ciydae, ecnu npu U3MEHEHHH 3aKoHoaTenbcTBa Poccuiickoit denepanuu oTaeabHbIE
nyHKTbl [lOMMTHKM BCTYNMalOT B NPOTUBOPEUUS C JAAHHBIMM H3MEHEHUSMH, TO ATH ITyHKTHI
yTPauuBaIOT CHJY U O MOMEHTa BHECEHHsI COOTBETCTBYIOIIMX M3MeHeHull B [lonutuky PaboTHuku
baHka pyKOBOJCTBYIOTCS 3aKOHOAATENBCTBOM Poccuiickon denepanuu.

16.7. Koutponp wucnonHenuss TpeboBanuil Ilomutuku ocymectBiasiercs OTBETCTBEHHBIM
JIUIIOM 32 OpraHu3aIiio 00padOTKH MEPCOHATBHBIX JaHHBIX B baHke.
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Ipuioxenne 1
k [TonuTrke B OTHOLIEHUH 00paOOTKH
nepconanbHbEIX JaHHBIX B AO Kb «KOCMOC»

COI'TACHUE HA OBPABOTKY NIEPCOHAJIBHBIX TIAHHBIX

(pamunus, umsa, omuecmeo cyObeKmMa NePcoHANbHbIX OAHHBIX

(unu npedcmasumens cyObeKma nepcoHaAIbHbIX OAHHbIX))

(adpec cybvexma nepcoHaIbHbIX OAHHBIX (€20 npedcmasumelis,)

(HOMep OCHOBHO20 ()OKyMeHma, ydocmoeep}uomeeo JUYHOCMD,

ceedenuss 0 oame 8bl0A4U YKAZAHHO20 OOKYMEHMA

u gvloasuieM e2o opaaue),

(pexsusumuvl 008epeHHOCMU UIU UHO20 OOKYMenma,

HOOMEEPIHCOAoUe20 NOTHOMOYUSL NPedCmasumensi cyobekma

NePCOHANbHBIX OAHHDIX)

51 B cootBercTBUM co cratheil 9 DenepanpHoro 3akoHa Poccuiickoit @epeparyu ot 27.07.2006
Ne 152-®3 «O mepcoHaNbHBIX JaHHBIX» JAa0 MHChMEHHOE COorjlacHe Ha oOpabOTKy CBOMX IEpPCOHAIBHBIX
JTAHHBIX CBOOOHO, CBOEW BOJIEH M B CBOEM HMHTepece AKIMOHEpHOMY oOmecTBy KommepueckoMmy OaHKy
«KOCMOC» (AO Kb «KOCMOC»), pacnoioxeHHoMy 1o azapecy: 123317, r. Mockaa,
KpacHorBapaeiickuii OynasBap, 1. 7, moment. 1/1,

C LIEIBI0
(yenv 0bpabomxu nepconanvhbix OaHHBIX (BLIOPAMb HEOOX0OUMOE): PACCMOMPEHUsL 3AA6KU HA NPEeOOCMABLeHUE
Kpeouma, 3aKiodeHuss u OaibHeliue20 UCNOIHEeHUs. KpeOUumno20 002060pa | 3axnouenus u danbretiuie2o UCnOIHeHUS.
002080pa NOPYUUMENbCMEA/ 3AKTIOUEHUS U OAbHeNEe20 UCRONHeHUs 002060pa banKkogcko2o cuema (exnada)l
3aKOUeHUs. U OANbHENUe20 UCNOTHEHUs 002080PA HA PACHEMHOe 0DCLYICUBANHUE C UCNOTIb308AHUEM OOKYMEHMOE 8
INeKmMpPOHHOU hopme uepes cucmemvl « Mnmeprem-Knuenmy/ 3axnovenus u 0anbHeiue2o UCROIHEHUs 002080pa
apenobl UHOUBUOYALHO20 DAHKOECK020 celigha (Auetixu)| 3axmouenus u OanvHeliule2o UCNOIHEHUS MPYO08020
002060pa, NPUHSIMUSL PEUIEHUTI UYL COBEPULEHUST UHBIX OClICMEUI, NOPOACOAIOUWUX I0PUOULECKUE NOCTeOCTEUSL 6
OMHOWEHUU MEHSL WU OpYeUX JIUY)

Ha 00pabOTKy NEPCOHAIBHBIX AAHHBIX. (haMUIIUS, UM, OTYECTBO, MO U BO3PACT, JaTa U MECTO POXKICHUS,
TPaXJAHCTBO, MACIOPTHHIC JaHHBIC, ajJpec perucTpanud W (aKTHUYECKOTO MPOKWUBAHHSA, CEMEWHOE,
collMalIbHOE, UMYIIIECTBEHHOE TOJIOKEHHE, 00pa3oBaHue, mpodeccus, TOXO/bl U JIt00as MHas HHPOpMaLIus,
OTHOCSIIASACA, TOCTYITHAs, TMOO0 M3BecTHAs baHKy B CBSI3M C 3aK/IIOYEHHUEM U UCIIOJHEHHEM 3aKJIIOUEHHBIX
JIOTOBOPOB.

Hacrosiiee cornamienre mpeaocTaBisieTcs Ha OCYIIECTBICHHE CIeAYIOMINX JACWCTBUH B OTHOIIEHUH
MOUWX MEPCOHANBHBIX JIAHHBIX, KOTOPbIE HEOOXOJUMBI JUIsl TOCTYDKEHHST YKa3aHHBIX BBIIIE TIeJIel, BKIIOYast
(6e3 orpanmuenus) cOop, cuCTEeMaTH3alMIO, HAKOIUIEHHE, 3allCh Ha 3JEKTPOHHBIE HOCHUTENM, XpaHEHHE,
yTouHeHrne (OOHOBIIEHHE, W3MEHEHHE), MCIOIb30BaHNE, Tepefady TPETbUM JIMIAM JJIS OCYIIECTBICHHA
JeicTBuil 1Mo oOMeHy wuH(opManuel, o0e3NMuuMBaHKue, OJOKMPOBAHHE, YHHUYTOXKEHHE I1ePCOHATBHBIX
JaHHBIX, & TAKXKE OCYLIECTBICHUE HWHBIX JECHCTBUH C MOMMH MEPCOHANBHBIMU JIJAHHBIMUA B COOTBETCTBHH C
3aKoHOJarenbcTBOM Poccuiickoit ®enepanuu npu yciaoBUM coOmtoaeHus baHkoM KoH(HUAEHIMAaTbHOCTH
MOUX MEPCOHANBHBIX JTAHHBIX.

A npoundopmuposan, uto AO Kb «KOCMOC» rapantupyer o0pabOTKy MOUX NEpPCOHAIBHBIX
JaHHBIX B COOTBETCTBUH C 3aKOHOJAATENbCTBOM Poccuiickoli denepannu Kak aBTOMaTH3UPOBAHHBIM, TaK U
HEaBTOMATU3UPOBAHHBIM CIIOCOOAMHU.

Hacrosimee Cormacue AeHCTBYET 0 JOCTIXKEHHUS TieIei 06pabOTKH IePCOHATBHBIX JaHHBIX U (MJIH) B
TEUYeHHE CPOKa XpaHeHUs1 HH)OpMALMU B COOTBETCTBUH C 3aKOHOATENbCTBOM Poccuiickoit deneparum.

Hacrosimee Cornacrue MO>xeT ObITh OTO3BaHO B JIFOOOH MOMEHT 110 MOEMY ITMCbMEHHOMY 3asIBJICHUIO.
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Honumuxa 6 omuowenuu oopabomru nepconanvuvix oannvix ¢ AO Kb « KOCMOCy

B cootBerctBuu ¢ 1.1 4.5 ct.4 ®enepanproro 3akona ot 03.07.2016 Ne 230-03 «O 3amuTe mpas u
3aKOHHBIX HMHTEPECOB (PU3MUECKUX JIHI[ MPU OCYIIECTBICHUU ACATEIHFHOCTH IO BO3BPATy MPOCPOUYECHHOMH
3aI0JDKCHHOCTH M O BHECCHHH m3MeHeHuH B DenepanbHbIil 3akoH «O MUKpOQUHAHCOBOH NEATCIHLHOCTH U
MHUKPO(GHUHAHCOBBIX OpraHU3alusix» 3asBisiI0 o0 corjacuu Ha Biammozeicteue AO Kb «KOCMOC» mo
OCYIIIECTBJIEHUIO BO3BpaTa MHOIO NMPOCPOUYEHHOHN 3aJOJKEHHOCTH MO KPEAMTHOMY JOTOBOpPY (B ciyyae ee
00pazoBaHMs) C TPETHHMH JIUIIAMH.

« » 20 . ( )

noonuco pacuugposka noonucu
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IIpunoxenne 2
k [TonuTrke B OTHOLIEHUH 00paOOTKH
nepconanbHbEIX JaHHBIX B AO Kb «KOCMOC»

AKT 00 YHUYTOXKEHUHU NEePCOHAIbHBIX JAHHBIX
Ne OT «__ » 20__roxa

Kommccens, cosmannas mpukazoMm IIpeacemarens IlpaBmenns AO Kb «KOCMOC» (daktudaeckuit
anpec: T. MockBa, KpacHorBapmeiickuit 6-p, a. 7, momemenue 1/1) ot «JATA» «O moOCTOSHHO
JICHCTBYIOMICH KOMHCCUM 0 YHUYTOXCHUIO JTHOO OOC3IMYMBAHMIO IMEPCOHANBHBIX JIaHHBIX KIUCHTOB 10
JIOCTHXKCHHH TIeJIel X 00pabOTKM» B COCTaBE:

dUO JomkHOCTD

[Ipencenarens
YeHBl KOMUCCUH

nposena ayauT B AO Kb «KKOCMOC» nepconanbhbIX JaHHbIX (Hanee — [I/lH) u ycraHoBwWIa, 4TO, B
COOTBETCTBHH C TPEOOBAHUSAMH HOPMATHBHBIX IOKYMEHTOB 1o oopabotke I1/1H, cnemyromas nabopmarms
MOJUICKUT YHHUYTOXKEHUIO:

Perucrpanuonnsiii | HaumenoBanue I11n, nonnexamue OcHoBanne s | Metoxn

/1 | HoMep ABC/noxymeHTa, YHUYTOXKEHHUIO YHUYTOXKEHUS YHUYTOXKEHUS
Hocurens [T/ coepKalux

yHuutoxaemble [1J1n

Bes mHomepa — RAID | AUC o6pabotku [11H [epconanpHbie qanHbIe: | JocTmkeHHEe Crupanue ¢

1 MmaccuBsbl cepBepoB | AO Kb «kKOCMOC» ®.1.0., Homep e 00paboTKH | 3TEKTPOHHOT
B AUC AO Kb OCHOBHOTO IOKYMEHTa, | HEPCOHAJIBHBIX | O HOCUTENS
«KOCMOC» YAOCTOBEPSIOLLETO JAHHBIX

JMYHOCTH, CBEACHUS O
JlaTe BBIJaYd YKa3aHHOTO
JOKYMEHTA 1 BbIJaBIICM
€ro oprase, ajzpec
perucTpanuu 1o Mecry
)kutenbctBa, MHH,
HoMmep TenedoHa, aapec
3JIEKTPOHHOU MOYTHI

®UO cyObeKTOB, YbH
Ne NEpCOHAJIbHBIC JaHHbIC OBLIN
n/n YHUYTOKCHBI
dUO1
1
DdUO2
2
®UO...
3
[Ipencenarens koMuccuu: / /
Ys1eHbI KOMHCCHH: / /

Hacrosmmii AKT cocTaBiieH B €IMHCTBEHHOM 9K3EMILLIpE, XpaHsIieMcs B: Y IpaBieHUH HHHOPMAaLMOHHOM
0€3011acHOCTH, CPOK XPAHEHHSI 10 «  » 20 ropma
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Ipunoxenne 3
k [TonuTrke B OTHOLIEHUH 00paOOTKH
nepconanbHbEIX JaHHBIX B AO Kb «KOCMOC»

KypHau ydera oOpameHnii rpa:kaaH (Cy0beKTOB NEePCOHAJIBLHBIX JaHHBIX) 10 BOIIPOCAM

Kypnan nauar "

00padoOTKM MEePCOHATBHBIX JAHHbIX

B AO Kb «KOCMOC»

20 _r. Xypnan zaBepuieH "

/®UNO moisKHOCTHOTO auLa/

20 1.

/@O poimxHOCTHOrO IULa/

Ha JIMCTax

N | Ceenenus o Kpatkoe |Lens OtMeTKa 0 Homep u nata | [lognuce IIpumeuan

1/ |3ampammBaionl | coaepikaH |oOpallleH |NpemocTaBieH |IOKYMEHTa O | OTBETCTBEHHO |He

o |em ne ust un nepenaye ro

cyonexte [1/IH | oOpamienn urdopmaruu | uaGopMmarmu/ | Iuia 3a
s WK 00 oTKaze B MPEI0CTABIICH
OTKa3e B ee NpPEAOCTaBIICH | Ue
NPEIOCTABICH | UM nHpOpMaLUI
uu uHQOpMaITUH
1 2 3 4 5 6 7 8
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